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Abstract
Wireless sensor networks (WSNs) have garnered much attention in the last decades. Nowadays, the network
contains sensors that have been expanded into a more extensive network than the internet. Cost is one of the
issues of WSNs, and this cost may be in the form of bandwidth, computational cost, deployment cost, or
sensors’ battery (sensor life). This paper proposes a dual-level sensor selection (DLSS) model used to reduce
the number of sensors forming WSNs. The sensor reduction process is performed at two consecutive levels.
First, a combination of the Fisher score method and ANOVA test at the filter level weighs all the network
sensors and produces only a reduced set of sensors. Additionally, the grey wolf optimizer algorithm produces
the optimum sensor subset, while an adaptive sensor recovery solution is proposed to extend the network
lifetime even longer using sensors failure management. The proposed model performance is evaluated using
four different datasets. In comparison with to other similar methods, the results indicated that the proposed
model achieved a more efficient subset of sensors preserving a high accuracy rate.
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1. Introduction
Wireless sensor networks (WSNs) [1, 2] can be described as a networked set of sensor nodes, smallsized devices with very restricted resources such as memory and power supply. In traditional sensor
networks, each node must monitor physical environmental prerequisites such as sound, temperature,
pressure, humidity, motion, vibration, light, and many other measurements. In WSNs, sensor nodes jointly
operate to achieve a specific purpose due to the nature of monitored parameters and the vast amount of
sensors deployed. The information generated from the sensor network is completely interconnected, and
reporting each sensor reading is a waste of energy resources [3]. Sensor selection is equal to the feature
selection in data mining tasks, where the number of selected sensors is the number of selected features for
the process. However, the main problem with big data is the massive set of features obtainable, and only
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a limited portion of them would only help distinguish samples belonging to various classes.
In contrast, many other sensors are unrelated, noisy, or excessive data. Unrelated sensor readings can
be considered as noise in extensive data analysis, which maximizes the dataset dimension and
computational complexity in classification and clustering processes, thereby reducing the classification
accuracy rate. Based on this, it is vital to choose the appropriate sensors only, and redundant sensors
should be dropped from the dataset in sensor selection since another subset of sensors supplies the same
information produced by those redundant sensors [4]. Furthermore, noisy sensors that don’t add extra
information about labels may also be dropped to increase the model efficiency. Accordingly, a method is
needed to identify various sensors, compute relations among sensors, and select relevant sensors from a
vast amount of datasets. Sometimes, sensor selection aims to conserve the energy use of sensors [5] and
extend the lifetime duration of all network sensors rather than reduce the energy consumption of every
single sensor. The performance of WSNs may be improved through the efficient management of sensor
network settings that do not affect sensor readings [6]. The benefits of adopting machine learning
algorithms in WSNs are explained through assistance in disposing of unneeded remodel issues.
Accordingly, the benefits of adopting machine learning algorithms in WSNs are explained based on
assistance in disposing of unneeded remodeling issues. Along with this, several reasons have tackled the
significance of adopting machine studying algorithms in WSNs’ environmental applications, while Fig. 1
shows some WSN applications with the importance of using machine learning.

Fig. 1. Machine learning significance in WSNs.
However, a few drawbacks and boundaries should be considered when using machine learning
techniques in WSNs [7]. This paper assumes that sensors in a wireless network are only activated on
demand by the base station (sink node) of the underlying system (platform). Therefore, classifier training
and validation are executed on the base station as the machine-learning techniques increase energy
consumption if they are implemented separately in each sensor or fnode of the network. Moreover, each
sensor measures one environmental feature and returns its value to the base station, where the proposed
dual-level sensor selection (DLSS) is executed.
This paper has proposed three contributions as follows. The first contribution is a DLSS model, which
aims to reduce the number of sensors and minimize the sensors’ energy consumption, thereby increasing
the network’s lifetime while maintaining a proven accuracy rate. The second contribution demonstrates
the effectiveness of the proposed model by conducting four different and extensive experiments to
conduct. Then, the third contribution proposes an adaptive sensor recovery (ASR) solution to manage
sensor failures using an alternative number of sensors without compromising accuracy.
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This paper is organized as follows: Section 2 describes the literature review and the related work in the
field of study. Section 3 deals with the proposed architecture and system model. Then, Section 4
demonstrates the experimental results and compares the proposed model and other meta-heuristic
algorithms, as well as explaining a solution to deal with sensor failure. Lastly, Section 5 concludes the
research findings and presents future recommendations.

2. Related Work
2.1 Literature Review
2.1.1 WSNs’ sensor selection schemes
Schemes of sensor selection are applied to choose sensors based on selection criteria such as coverage,
localization, target tracking, single task, and multitasking schemas. Table 1 describes the purposes and
categories of sensor selection schemes in WSNs based on usage [8–28]. Accordingly, this research deals
with the selection for static sensor nodes and single task assignment areas.
Table 1. Purpose of sensor selection schemes in WSNs
Purpose
Coverage

Category
Selection for static
nodes

Description
-Solution: a subset of sensors must be active, while the
rest be in sleep mode.

Selection for mobile
nodes
Target tracking and

Entropy-based

localization

solutions
Dynamic information
driven solutions

Ref.

-Goal: conserve energy and prolong the network lifetime. [8], [9], [10],

-Goal: cover a hole.
-Solution: relocate nodes to ensure coverage.
-Goal: a measure of uncertainty.
-Solution: heuristic, mutual information.
-Goal: improve detection quality, track quality,

[11], [12],
[13]
[14], [15],
[16], [17]
[18], [19],
[20]
[21], [22]

scalability, survivability, and resource usage.
-Solution: use optimization algorithms defined in terms
of information gain and cost.

Mean squared errorbased solutions
Single-task mission

-

-Goal: minimizing mean squared error.

[23], [24]

-Solution: replace an active node with an inactive one
-Goal: select the sensor nodes that are most useful for the

[25], [26]

mission.
-Solution: select the most cost-effective sensor set.
Multiple-task mission

-

-Goal: cover the maximum number of targets with the
minimum number of active sensors.

[14], [17],
[27], [28]

-Solution: use greedy heuristic algorithms.

2.1.2 Meta-heuristics algorithms used in WSNs
The choice of this meta-heuristic algorithm [29, 30] depends on the algorithm behavior, issue type,
time limitation, availability of resources, and required accuracy. While different reviews have been
mentioned in the case of using nature-inspired algorithms in WSNs, only some of them are directed at
demonstrating their use in WSNs. Table 2 indicates some optimization algorithms used to reduce energy
consumption, prolong lifetime duration, and select sensors in WSNs, such as particle swarm optimization
(PSO) [29] and genetic algorithm (GA) [34].
2.1.3 Energy conservation and lifetime extension of WSNs
Recently, approaches based on machine learning and intelligent energy-saving models have been
proposed for conserving the energy use of WSNs. Table 3 shows some of the sensor selection methods in
WSNs [35–40], indicating the method used to choose a subset of sensors [29–34]. What’s more, in this
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study, the used datasets, the implementation environment, and proposed solution & limitations are
specifically addressed.
Table 2. Related optimization algorithms used in WSN
Algorithm
PSO

Problem domain

Problem solution
Assures maximum lifetime

[29]

Energy efficient

Minimizes the energy spend and maximizes the data transmission

[30]

Clustering and routing
GA

Ref.

Optimal coverage

Energy-efficient and

rate
Reduces the average power consumption

[31]

clustering and routing
Optimal coverage

Proposed energy-efficient coverage control algorithm (ECCA)

Data aggregation

Maximizes the network lifetime

[32]
[33], [34]

Increases the network lifetime by balancing the data load
throughout the network

Table 3. Some of the sensor selection techniques used in WSNs
Ref.
[35]

Method
Naïve Bayes

Dataset
ISOLET, Ionosphere,

Implementation
MATLAB

Covertype

Solution specification
Increase the lifetime of

Limitation
Not addressed

WSNs and manage sensor
failures

[36]

MLP

Ionosphere, Covertype,

MATLAB

Sensor discrimination

Determine classification

Not addressed

model for efficient energy
in WSNs

[37]

SVM, MLP, Naïve Sensor discrimination,
Bayes

MATLAB

Ionosphere, Covertype

[38]

PISAE

Sensor discrimination,

[39]

Filter-wrapper

Light, temperature,

Not addressed

intelligent classification
PyTorch

Ionosphere, Covertype
feature selection

Determine appropriate
Prolong the lifetime of

Not addressed

WSNs
MATLAB

infrared motion, door

Save energy using simulated Lack of scalability
annealing

in the real world

sensor
[40]

Filter-wrapper
sensor selection

Sensor discrimination,

PyThon

Ionosphere, Covertype,

Find the best sensor
subsets sensor selection

High-dimensional
and real dataset

Isolet
MLP=multi-layer perceptron, PISAE=partly-informed sparse autoencoder.

2.2 Background
2.2.1 Classification methods
The classification algorithms used to evaluate the proposed model performance are k-nearest neighbor
(k-NN) [41], support vector machine (SVM) [42], random forest (RF) [43], logistic regression (LR) [44],
decision tree (DT) [45], and extra tree (ET) [46]. When entering a sample for classification, the final
classification result is determined by voting on the classifier’s output to overcome the overfitting problem
and parallelism in the significant dimensional data classification problem.
2.2.2 Filter methods
Filter methods are regarded as pre-processing methods and unbiased on the classifier. The sensors
subset is generated through calculating the affiliation between the system input and output, and sensors
are ranked according to their relevancy to the goal through evaluating statistical tests. The principal
advantage of filter methods lies in their low computational complexity, making them fast and suitable for
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complicated and massive datasets. The filter methods adopted are a combination of the Fisher score [47]
and analysis of variance (ANOVA) [48].
2.2.3 Grey wolf algorithm
Grey wolves are considered among the most impressive predators which are highly skilled at catching
their prey because they live in a rigorous and orderly group. As of late, grey wolf optimizer (GWO) [49,
50] is an algorithm that has been suggested for simulating the attitude and behaviors of the grey wolves in
searching, encircling, and hunting their targets or prey. The GWO’s main procedures are used to address
the sensor selection issues such as the initialization, evaluation, and transformation function.

3. Proposed Model
This paper addresses two main challenges as follows. The first challenge is to select the sensors in
WSNs while maintaining high accuracy to extend the network’s life. The second challenge is to tolerate
the faulty sensors of WSNs. This solution is adaptable by recovering faulty sensors and then replacing
them with the optimal set of alternatives based on either of two scenarios. Fig. 2 shows the general
structure of the proposed model, which mainly consists of two main contributions. The first contribution
represents the sensor selection challenge and how to present the optimum solution through the proposed
DLSS model. The second contribution illustrates how this proposed model deals with faulty sensor issues
using the two scenarios to recover these faulty nodes through the proposed ASR approach.

Fig. 2. General structure of the proposed approach.

3.1 Data Pre-processing Stage
The first step is to obtain the related dataset in the pre-processing procedure. This dataset should
consist of the data collected from several WSNs’ environment resources. Four datasets have been
examined and obtained from the public machine learning repository of the University of California,
Irvine (UCI) [51], and it is vital to correctly identify and handle the missing records. Otherwise, that may
extract an inexact and wrong conclusion out of the data. Missing values in the used dataset can be
calculated using modern imputation methods such as [52] to enhance the performance and accuracy of
the proposed model. This imputation method integrates fuzzy c-means, k-NN, and iterative imputation
algorithms to compute the missing values for the dataset.
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3.2 First Challenge
The first challenge is to prolong the WSNs’ lifetime duration using the proposed model. This model
consists of pre-processing data DLSS and performance evaluation as shown in Fig. 3. The missing values
in the used data set can be calculated using modern imputation methods such as [52] to enhance the
performance and accuracy of the proposed model. This imputation method integrates fuzzy c-means, kNNs, and iterative imputation algorithms to compute the missing values for the dataset.

Fig. 3. Data pre-processing, DLSS approach and performance evaluation.
3.2.1 First level of sensor selection
The first level of sensor selection is the filtering method to rank the entire network sensors and then,
finding the mean value (threshold) by dividing the entire output matrix by the used number of sensors.
The filter methods are the Fisher score and ANOVA test with each method assigning an importance rank for
all sensors concerning the class label. Therefore, the outputs of the two methods are normalized to gain
values in the range (0, 1) using the min-max procedure to improve the efficiency by decreasing variations
between sensors. After normalization, the results are appended and saved in a matrix. Furthermore, all
sensors are dropped with scores below the threshold, producing a subset of sensors as shown in
Algorithm 1.
3.2.2 Second level of sensor selection
Applying the GWO algorithm corresponds to the second level of sensor selection to solve
classification issues based on the wrapper methods. The sigmoid function converts the continuous search
space into a binary space to match the sensor selection binary type. The GWO algorithm is utilized to
enhance the exploitability of the sensor selection stage by reducing the number of selected sensors while
maintaining a high accuracy of classification, as well as adding extra informational sensors that improve
accuracy. Fig. 4 represents a potential solution for a network containing ten sensors, coupled with an
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initialization of the search agents or wolves (n). Initially, each potential selection is configured with
binary values (0's or 1's). Therefore, some sensors are selected (representing a value of 1) and others are
rejected (representing a value of 0).
Algorithm 1: First-level of sensor selection
for each cluster in the WSN, do
collect: readings from all sensor nodes
// Rank sensor using fisher score method
In: D, all sensors values of WSNs
Out: Weight of sensors.
Rank = 0
For i = 1 to D do:
Ai=FISHER (ai, oi) where ai: sensor and oi: class label.
For r = ranks [1] to ranks [last], do sensor set.
append (ranks[i]), i.e., add the sensor's value to the
sensor set, then normalized values and store in a
ranked matrix m
end for
end for
// Rank sensor using ANOVA test method
In: D, all sensors values of WSNs
Out: Weight of sensors.
Rank = 0
For i = 1 to D do:
Ai=ANOVA (ai, oi) where ai: sensor and oi: class label.
For r = ranks [1] to ranks [last], do sensor set.append
(ranks[i]) i.e., Add the sensor's value to the sensor
set then normalized values store in a rank matrix n
end for
end for
// Calculate the mean of the combined methods
In: matrix m, matrix n
Out: reduced set of sensors.
For i = 1 to matrix m:
For j = 1 to matrix n
If Si = Sj combine sensor values i.e., add Si value to Sj
value then store in a sorted matrix v
Find M= mean of matrix v.
N= (each sensor’s value in matrix v) / M
Out= Drop sensors’ values < M
end if
end for
end for

Fig. 4. Representation of the potential solution.
Each agent represents a potential solution with dimension (d) equivalent to the previous first-level output
selection. The sensor selection problem for the WSN classification purpose is like selecting a small of the
potential sensors to maximize the accuracy of a classification and also extend the network lifetime duration.
The sensors selection is a multi-objective issue since it should reduce the number of selected sensors
and maximize the accuracy for a specific classifier. Therefore, the fitness function is proposed to balance
the two previous objectives for evaluating the potential solutions (1).
𝑓ⅈ𝑡ness 𝑓unction = 𝛼𝜀𝑟 (𝐷) + 𝛽

|𝑠|
|𝑑|

(1)

𝜀𝑟 (𝐷) is the classification error rate for the state attribute group (r) comparative to the decision (D). It
can also be calculated by the classifier k-NN, and |𝑠| is the selected sensor set length |𝑑| represents the
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original number of sensors in the network. The parameters α and β represent the weight that matches the
significance of classification accuracy. The selected sensor set range α takes values between [0, 1], and
β can be calculated as (1–α). The critical weight and impact can be attributed to the classification accuracy
instead of the number of selected sensors. Assuming that the fitness function considers the classification
accuracy, in this case, the solutions with the same accuracy but fewer selected sensors represent a
significant factor in the high dimensionality reduction problem, which is certainly neglected.

3.3 Performance Evaluation
This stage’s result exhibits the proposed DLSS performance and efficacy using the lifetime extension
factor (LEF) and classification accuracy phrases. The LEF is the ratio between the total number of
network sensors and number of selected sensors used by DLSS for a given dataset and computed in (2).
𝐿𝐸𝐹 =

𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 𝑠𝑒𝑛𝑠𝑜𝑟𝑠
𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑢𝑠𝑒𝑑 𝑠𝑒𝑛𝑠𝑜𝑟𝑠

(2)

Understandably, the minimum LEF value is limited to 1, reflecting the fact that all network sensors are
used in each classification step, and this case reveals the highest possible accuracy rate scale. Conversely,
if fewer sensors are selected for that particular network, the LEF value would be greater than 1. As a
result, the network’s lifetime would be extended. Additionally, one of the research assumptions is that
each sensor can be appropriately used several times before it becomes unavailable. That also reflects the
lifetime duration of the sensor based on its energy consumed for measurement and network connectivity.
Therefore, the point of view here is focused on conserving WSN energy from depletion by dropping
irrelevant or redundant sensors. LEF is inversely proportional to the network energy consumption. The
higher the LEF value is, the lower the network energy consumption becomes. If DLSS could increase the
LEF, then the network energy conservation is achieved while keeping network functionality and accuracy
within the accepted limits.

3.4 Second Challenge
WSNs always operate in hostile or unattended environments. As a result, it is easy for sensor nodes in
WSNs to fail due to energy depletion or intentional attacks and natural disasters [53]. Furthermore, failed
sensor nodes would decrease the network coverage, fragment the connected network, and lead to
complete paralysis of the global network. For example, if multiple sensor nodes malfunction, losing
detection of volcanic fault activity with faulty readings, this would lead to undue panic or fatalities due to
a lack of warning. It is fundamental to detect faulty nodes before performing the necessary recovery
procedures to guarantee a high quality level of service. WSN fault detection [54, 55] is a technique that
identifies an error when it occurs and identifies the fault’s type and location.
The second challenge solves the fault-tolerance problem in the proposed DLSS model. Fault tolerance
is the capability of a network to provide a functionality level without interruption, even if there are
network faults. Therefore, network fault tolerance is one of the essential issues in WSNs, or else sensor
nodes that are faulty would affect the entire network.
Therefore, WSNs can run smoothly and extend their lifespans, while an ASR solution has been
proposed to recover the faulty sensor issues in the model. This ASR is divided into scenario one and
scenario two, respectively. Accordingly, in the proposed model, the first level of sensor selection
produces a reduced set of sensors (M). After the second level of sensor selection, a suboptimal set of
sensors (N) is selected. Additionally, if faulty sensors are detected for any reason, the proposed ASR
would be operated to the number of failed nodes for more stable performance. Based on this, the
following sections introduce the two proposed solutions to ensure fault tolerance.
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3.4.1 First scenario
As shown in Fig. 5, Scenario 1 can help solve the fault-tolerance problem, and when the fault detection
algorithm detects an error, the following steps are used to retrieve and re-operate the network with a new
sub-optimal alternative of standby sensors. Step 1 defines and determines the number of faulty sensors
(K), Step 2 determines the number of healthy sensors, which are defined by (3), to calculate the number
of healthy sensors, and then Step 3 drops the number of a suboptimal set of sensors (N). Step 4 selects
(K) standby nodes instead of the faulted ones from the available pool in the subset (M). The recovery
sensors would be the highest score after dropping (N). Then, Step 5 selects and defines the number of
sensor recovery nodes to retrieve new suboptimal sensors (N) after the ASR solution. This selected
sensor group is the new suboptimal node used as the best sensor subset.

Fig. 5. Scenario 1 of the proposed ASR solution.

Fig. 6. Scenario 2 of the proposed ASR solution.
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3.4.2 Second scenario
In this paper, another solution is proposed for recovering the fault nodes, maintaining and extending
the network’s lifetime duration. This scenario employs a K-means algorithm for clustering the node’s
output of the proposed DLSS model. Fig. 6 explains the steps to retrieve the new suboptimal sensors after
the ASR solution. Steps 1 and 2 in the second scenario are similar to Steps 1 and 2 mentioned earlier in
the first one. The proposed ASR clusters the reduced set of sensors (M) and the suboptimal set of sensors
(N) using the K-means algorithm. Step 4 selects and defines the available nodes found in M and not in N
clusters using cluster dissimilarity to compare each output cluster from (M) and each corresponding
cluster in (N) and thereby obtain the standby ones.
Then, Step 5 retrieves new suboptimal sensors (N) after the ASR solution. After substitution, this
group of selected sensors would be the nodes in each cluster.

4. Experimental Results and Discussion
All experiments were performed on AMD A10-8700P Radeon R6, 1.80 GHz, and an 8 GB of RAM for
a 64-bit Windows 10 operating system. The software implementation has been performed on Anaconda
2019 using Python version 3.7.

4.1 Dataset Description
The four datasets used in this paper are downloaded from the UCI machine learning repositories [51].
Sensor Discrimination is a labeled dataset and has three classes of “group A,” “group B,” and “false
alarm.” The Ionosphere dataset is a radar dataset gathered through Goose Bay, Labrador. It is grouped
with a valuable resource of 34 actual sensor nodes and has two classes for radar signal. A Covertype
dataset has been developed at the University of Colorado and is used for predicting unknown regions.
Additionally, Isolet is a large dataset divided into five parts, which are specified as Isolet 1, 2, 3, 4, and 5.
In this paper, only the part Isolet 5 was considered with only 7,797 instances and 617 features due to the
memory size limitations in a simulation. Table 4 illustrates a brief description of the datasets.
Table 4. Brief description of datasets
Sensors

Instances

Classes

Sensor Discrimination

Datasets

12

2,211

3

Ionosphere

34

351

2

Covertype

55

581,012

7

Isolet 5

617

7,797

26

4.2 Results of the First Challenge
4.2.1 Parameter setting
The performance of different algorithms is investigated to solve sensor selection issues in comparison
to the proposed DLSS. Since every algorithm works twenty separate runs with random seeds, all
parameters were taken from the literature to ensure a fair comparison between the algorithms. Table 5
shows GWO parameters used in the proposed DLSS parameters.
Table 6 compares the DLSS model and GWO concerning the complete datasets and demonstrates the
superiority of DLSS with a considerable difference in the number of sensors selected and LEF with a
slight difference in classification accuracy. GWO uses 6 of 12 sensors in the sensor discrimination and
achieves a 99% accuracy rate. DLSS uses a fewer five sensors and achieves a 98.8% accuracy rate, nearly
the closest to the GWO results. Furthermore, DLSS operates 3 of 33 sensors with an accuracy rate of
90.6% less than GWO, which operates a larger number of sensors, namely 11 of 33 sensors, with a 91%
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accuracy rate at the Ionosphere dataset. For the Covertype datasets, the proposed DLSS uses half of the
selected number of sensors used by GWO. Finally, DLSS reduces the number of network sensors from
617 to 100 with an acceptable accuracy.
Table 5. GWO parameters used in the proposed DLSS model
Parameter

Value

ITmax

30

Total Iteration number

Comment

n

5

Number of search agents

Tr

20

Number of independent runs

k

10

k-value in k-fold cross validation

α

0.01

Alpha value є [0,1]

β

0.99

Beta value= 1- α

d

# Sensors

K

5

k-value in KNN

U

1

Upper value

L

0

Lower value

A

[0,2]

Coefficient

Mp

0.5

Dimension

Mutation probability

Table 6. Comparison based on the classification accuracy and the number of selected sensors
FULL
ACC (%) #Sensors

GWO
LEF

ACC (%) #Sensors

DLSS
LEF

ACC (%) #Sensors

LEF

Sensor Discrimination

99

12

1

99

6

2

98.8

5

Ionosphere

92

33

1

91

11

3

90.6

3

2.4
11

Covertype

98

55

1

96.5

12

4.5

94

7

7.85

Isolet

90

617

1

85

120

5.14

78

100

6.17

Fig. 7 demonstrates the comparison between the six machine-learning techniques used in this paper to
evaluate the model performance. Taylor chart represents the geometric relationship among standard
deviation (STD), correlation, and the middle RMS divergence, while all three could be plotted together.
Taylor charts are used to visually summarize how closely a set of models converge with observations.
This can be realized by plotting the STD of model values and the relationship between the model values
and observations. STD of model values should be as close as possible to the observations. The correlation
coefficient measures the linear dependence strength among any two variables and has to be close to 1.
Meanwhile, RMSE measures the variances between the expected and observed values by the model,
while it is an ideal measure of accuracy and has to be as small as possible.
In Fig. 7(a), k-NN algorithm score yields the lowest RMSE (below 0.008) with the highest correlation
coefficient value being close to (0.99), and ET yields the lowest STD value (0.012). DT is the highest
STD value w.r.t the observed value (the STD of the target actual output). These results suggest that the
KNN algorithm is the closest reference STD to implement the sensor discrimination dataset. Fig. 7(b)
demonstrates that the LogReg algorithm has the highest STD (0.095), ET the lowest STD, and k-NN the
lowest RMSE value w.r.t the observed value. These results suggest that the ET, KNN, and RF algorithms
are nearly the closest values and better than the others in the Ionosphere dataset.
Fig. 7(c) indicates that RF and DT are the closest value in STD (0.035 for DT & 0.029 for RF),
correlation (0.74 for DT & 0.75 for RF), and RMSE (below 0.038) to the observed value. These results
elect RF and DT more than the other Covertype dataset algorithms. Fig. 7(d) shows that the LogReg and
SVM are the nearest classifiers to the observed STD, correlation, RMSE values, and the suggested
algorithms for the Isolet dataset.
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Fig. 7. Taylor diagram compares the performance of different machine-learning techniques:
(a) Sensor Discrimination, (b) Ionosphere, (c) Covertype, and (d) Isolet.
4.2.2 Comparison with other meta-heuristics
The performance of DLSS proposed model is compared to the well-acclaimed literature review of
other optimization algorithms, like GWO, PSO, GA, differential evolution (DE) algorithm [56], cuckoo
search (CS) algorithm [57], whale optimization algorithm (WOA) [58], and then salp swarm algorithm
(SSA) [59]. The initial parameters setting are the same for these optimization algorithms to ensure a fair
comparison. Some performance measures are used to evaluate the performance of the algorithms: the
classification accuracy, LEF, and the number of selected sensors.

Fig. 8. Convergence curve for datasets: (a) Sensor Discrimination, (b) Ionosphere,
(c) Covertype, and (d) Isolet.
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Fig. 8 shows the accuracy comparison between the proposed DLSS, GWO, PSO, GA, DE, SC, WOA,
and SSA. The convergence speed evidence can be estimated as to how the fitness function decreases over
the number of iterations (n = 30). From these graphs, DLSS can determine the best solutions in less than 15
iterations for sensor discrimination and twenty iterations for the ionosphere. The Covertype achieves the
best solution in ten iterations and the Isolet dataset does so in fifteen iterations. Therefore, this fact proves
the accomplishment and accepted performance of DLSS over other algorithms.
Fig. 9 shows the accuracy comparison between the proposed DLSS and (GWO, PSO, GA, DE, SC,
WOA, and SSA) and the original accuracy from using the same dataset. The best accuracy obtained for
the sensor discrimination dataset among the previously mentioned optimization algorithms is an SSA =
0.996. The worst accuracy is a PSO = 0.984. Although the reduction occurs in sensor selection, the
proposed DLSS is 0.988 and reaches the fourth rank in the accuracy results. In the Ionosphere dataset, the
best accuracy obtained is a PSO and DE = 0.915, the worst accuracy is an SSA = 0.886, and the proposed
DLSS is 0.906 and reaches the fourth rank. In addition, the best accuracy obtained for the Covertype
dataset is obtained through a WOA = 0.967, the worst accuracy is a PSO = 0.984, and the proposed
DLSS is 0.885. For Isolet, the best accuracy is obtained through a GWO = 0.90.

Fig. 9. Compared results for DLSS versus other algorithms.
Fig. 10 represents the number of selected sensors for different meta-heuristic algorithms. It is noteworthy
that the proposed DLSS shows the lowest number of sensors selected in comparison to other algorithms
which yield the highest LEF possible with acceptable accuracy. The worst one is an SSA, with eight out
of twelve sensors for the sensor discrimination dataset. In addition, the proposed DLSS selects 3, and the
worst one is a PSO that selects 16 out of 34 sensors for the Ionosphere dataset. For Covertype, the DLSS
chooses 7, and SSA chooses 27 out of 55 sensors. Furthermore, DLSS selects 100, and WOA selects 334
out of 617 in the Isolet dataset, which indicates that DLSS is the lowest algorithm for sensor selection.

Fig. 10. Compared results of DLSS versus other algorithms based on the number of selected sensors.
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The proposed model DLSS is compared to other meta-heuristic algorithms based on LEF, which is
computed using (1) from four different datasets as shown in Fig. 11. If all network nodes are used, the
LEF would equal one, and WSNs would operate with 100% sensors. However, when other meta-heuristic
algorithms use the sensor selection scheme to select the best rich-informational sensors, WSNs would
operate with fewer sensors to increase LEF, reducing the network’s energy consumption. The proposed
DLSS model achieves a better LEF compared to other algorithms and increases LEF by 2.4, 11.3, 7.8,
and 6.2 times for the sensor discrimination, Ionosphere, Covertype, and Isolet datasets, respectively.

Fig. 11. LEF comparison for DLSS versus other algorithms.
4.2.3 Results of scenario 1
As illustrated in Fig. 5, Scenario 1 solves the ASR challenge based on direct faulty sensor replacement.
The Ionosphere dataset has been selected as a case study for both scenarios, for which Table 7 shows the
scenario one output and number of sensors at each step to indicate the proposed ASR solution. The DLSS
model selected 15 nodes (out of 34 nodes) at the first level of sensor selection (filter methods) and then
selected ten nodes in the second level of sensor selection (optimization algorithm). For instance, if nodes
f17, f26, and f28 fail, the number of healthy nodes would be 7 nodes. Accordingly, based on scenario
one, ASR selected three alternative nodes, namely f11, f15, and f21. These substitution nodes have the
highest score based on the first selection stage. Finally, ASR would combine the healthy and newly
selected K nodes for retrieving the suboptimal sensors (N). This scenario considers a straightforward
solution to maintain the network LEF and performance based on a classification accuracy rate of 91.5%
before the sensors’ failure. However, during the failure, it dropped to 83%, but after applying it, ASR has
been restored to 90.4%.
Table 7. ASR solution based on Scenario 1 for Ionosphere dataset
Selection

Selected sensor

# sensors

First level selection (M)

[f11, f13, f15, f17, f19, f20, f21, f22, f23, f24, f25, f26, f27, f28, f32]

15

Second level selection (N)

[f13, f17, f19, f20, f23, f24, f26, f27, f28, f32]

10

Healthy sensors

[f13, f19, f20, f23, f24, f27, f32]

7

Faulty sensors (K)

[f17, f26, f28]

3

Selected K

[f11, f15, f21]

3

Sensor recovery

[f11, f13, f15, f19, f20, f21, f23, f24, f27, f32]

10

4.2.4 Results of scenario 2
As illustrated in Fig. 6, Scenario two solves the ASR challenge based on K-means clustering for faulty
sensor replacement, for which Table 8 shows scenario two and the number of sensors at each selection
step. Upon fault detection, the proposed ASR adapts and clusters the selected nodes (M), the output of the
first selection level. This step groups the network into three clusters—i.e., cluster 0 contains three sensors
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defined as f23, f25, f27; cluster 1 contains six sensors defined as f20, f22, f24, f26, f28, f32; and cluster 2
contains six nodes defined as f11, f13, f15, f17, f19, f21. Therefore, all selected nodes in this step are 15
nodes. Afterward, the second sensor selection level then selected all nodes in cluster 0, only two nodes
f26, f28 in cluster 1, and five out of six nodes in cluster 2. This solution considers a clustering solution to
maintain the network LEF and performance based on the classification accuracy rate before and after
ASR being 91.5% and 91%, respectively. However, during the sensors’ failure, it dropped to 83%.
Table 8. ASR based on Scenario 2 for Ionosphere dataset
Selection
First level selection (M)

Selected sensor
Cluster0 = 3 [f23, f25, f27]

# sensors
15

Cluster1 = 6 [f20, f22, f24, f26, f28, f32]
Cluster2 = 6 [f11, f13, f15, f17, f19, f21]
Second level selection (N)

Cluster0 = 3 [f23, f25, f27]

10

Cluster1 = 2 [f26, f28]
Cluster2 = 5 [f11 ,f15, f17, f19, f21]
Healthy sensors

Cluster0 = 3 [f23, f25, f27]

7

Cluster1 = 0
Cluster2 = 1 [f11, f15, f19, f21]
Faulty sensors (K)

Cluster0 = 0

3

Cluster1 = 2 [f26, f28]
Cluster2 = 1 [f17]
Selected K

Cluster0 = 0

3

Cluster1 = 1 [f22, f32]
Cluster2 = 1 [f13]
Sensor recovery

[f11, f13, f15, f19, f21, f22, f23, f25, f27, f32]

10

5. Conclusions and Follow-Up Work
In many applications, WSNs share critical data delivered to the sink node in an energy-efficient way
as the sensors may have limited battery resources. Accordingly, the main challenge in WSN is to
monitor the rate of energy consumption. Additionally, reducing energy consumption can effectively
increase the network lifetime duration. Based on this, a solution for the two main challenges to extend
the lifetime duration of WSNs is introduced in this paper.
The first solution solves the issue of the sensor selection challenge to improve the rate of energy
consumption between the sensor nodes. In this vein, this paper involves a DLSS model, which mainly
focuses on optimal energy utilization using sensor nodes selection. This proposed DLSS model increases
the network lifetime duration by utilizing two levels for sensor selection, wherein the first level
produces a reduced sub-optimal set of sensors and the second level selects the best subset of sensors.
This DLSS model uses four different WSN datasets from the UCI machine learning repositories. The
results indicate that the DLSS model increases the network LEF by 6.17 times using 100 out of 617
sensors with a 78 percent accuracy rate for the Isolet dataset. In the Covertype dataset, LEF increased
5.78 times using 7 out of 55 sensors with an accuracy rate of 94 percent as well as 11 & 2.4 times for
the Ionosphere and sensor discrimination dataset, respectively.
The second challenge is the fault tolerance issue which deals with the node's failure in the DLSS
model using an ASR solution. This solution is presented in two scenarios for recovering faulty sensors
with more energy efficiency, in which the first scenario is a straightforward solution with a direct sensor
replacement and the second scenario uses a clustering K-means algorithm to select the alternative
recovery sensors. Following the ASR first and second scenarios solution, the achieved accuracy rates
for the first and second scenario are 90.4 and 91 percent, respectively, before the sensors’ failure.
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However, during the sensors’ failure, it dropped to 83 percent, which was 91.5 percent before the nodes
failure. The results of the obtained accuracy indicated that the second scenario is better than the first
scenario. However, more extensive computation shall be done in the base station to select the best fit
replacement sensors to maintain a high accuracy.
For the follow-up work, the proposed model for sensor selection can be extended in internet-based
applications by adding some regulations and security protocols. Additionally, a fault detection
technique can also be proposed to identify errors as they occur, including a diagnose fault type and
location. Eventually, the proposed model can be modified to handle big data by using more
computational and memory resources
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