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Abstract
With the tremendous increase in networking devices connected to the Internet, network security is recognized
as an important issue. Intrusion detection systems (IDSs) are one of the important components of network
security. There are several methods for implementing an IDS, and one is machine learning. The machine
learning performance of IDSs is evolving to a very large extent and is being used in real IDSs. However, recent
studies showed that machine learning classification models are vulnerable to adversarial attacks. In this paper,
we propose an adversarial attack detection framework in machine learning-based explainable AI intrusion
detection systems. The proposed framework consists of two phases: initialization and detection. In the
initialization phase, we train an IDS based on a support vector machine classification model and extract
explanations of the Normal data records from the dataset using LIME (local interpretable model-agnostic
explanations). Based on the resulting explanations, results of the classification by the trained IDS are analyzed
during the detection phase by explanation to detect an adversarial attack. We evaluate the proposed method
using the NSL-KDD dataset.
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1. Introduction
Every year, the use of cyber networks and the Internet is growing enormously, and security and privacy
are highly important concerns. It is expected that the number of devices connected to the Internet will be
close to a trillion by 2022 [1]. With the growth of networks and data transferred through the Internet, the
number of cyberattacks continues to grow as well, so the detection of attacks is essential in information
systems [2]. Intrusion detection systems (IDSs) are one solution to these issues, and they aim to detect
malicious traffic and unauthorized use to provide a more secure environment [3, 4].
There are different ways to implement an IDS. One of the most popular and widely used IDSs
incorporates machine learning techniques. To implement an IDS, different types of machine learning
classification algorithms are used, such as k-nearest neighbors, decision trees, and support vector
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machines (SVMs). Machine learning has proven to be a very powerful method in various fields, and it
has a huge number of different applications [5, 6]. However, recent studies showed that machine learning
models are vulnerable to adversarial attacks [7–10]. Adversarial attacks work by modifying the original
data slightly which leads to misclassification and significantly reduces performance of target model [9].
Adversarial attacks have been successfully conducted in machine learning IDSs and significantly reduced
performance of those IDSs [8]. There are several approaches to detect adversarial attacks, and one of
them uses explainable artificial intelligence (XAI). XAI is a concept of AI that aims to provide
transparency, causality, fairness, and safety regarding AI decisions [11]. It was successfully used for the
detection of adversarial attacks in image classification tasks, but there has not been any application in
IDSs.
In this paper, we propose a framework for the detection of adversarial attacks in machine learningbased IDSs using XAI. Our framework is divided into two phases: the initialization phase and the
detection phase. In the initialization phase, we train a SVM classification model-based IDS using the
NSL-KDD training dataset. Then, we extract explanation of the Normal data records from the training
dataset. Based on this explanation, we define a set of features that contains features that contributed the
most to classify data as Normal. In the detection phase, the trained IDS monitors incoming network
traffic, and if an intrusion is detected, the IDS sends an alert. However, if the IDS classifies input data as
Normal an additional step is required. In this step, we extract explanation of this data and check whether
features from the explanation are in the set that we extracted in the initialization phase. For proof-ofconcept of our framework, we use the local interpretable model-agnostic explanations (LIME) model to
explain data, and we use projected gradient descent (PGD) attack to generate adversarial examples. LIME
is one of the most popular explanation models along with Shapley additive explanation (SHAP). We
chose LIME because of its easy-to-interpret structure. PGD attack was chosen in the experiments because
it is one of the most efficient and widely researched methods. Experiments conducted on adversarial
examples and Normal test data showed that the set of features that contribute to the classification of
adversarial examples to the Normal class tend to have noise features.
The paper is organized as follows. Section 2 introduces background and related works. Section 3
proposes the adversarial detection framework and shows the detailed architecture. Section 4 presents
experiments and results of the proposed framework. Finally, Section 5 concludes the paper.

2. Related Work
2.1 Intrusion Detection System
An IDS is a software or hardware system that aims to detect intrusions in a network. Intrusions refer
to any type of malicious activity that attempts to compromise the security of an information system. An
IDS’s role is to monitor all activities within the network that cannot be identified by a firewall and to
detect intrusions in order to send an alarm to an administrator of the system. The role of IDSs is very
important to achieve security requirements for information systems, such as availability, integrity, and
confidentiality [3, 12].
There are several types of IDS implementation techniques, and one is machine learning. Machine
learning is a branch of AI, and machine learning techniques automatically learn from data by finding
hidden patterns. Several machine learning models have been used for IDSs, such as k-nearest neighbor
or clustering methods, neural networks, decision trees, or SVMs [13]. SVMs are widely used for IDS
construction, and this method is one of the most efficient [14, 15]. The general architecture of machine
learning IDSs is presented in Fig. 1.
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Fig. 1. Artificial intelligence based intrusion detection systems.

2.2 Adversarial Attacks
Machine learning achieved great performance in various applications, including IDSs [16]. But
recently it was discovered that machine learning models like deep neural networks (DNNs) can be
vulnerable to adversarial attacks that can significantly reduce performance of models. Szegedy et al. [10]
proposed the fast gradient sign method (FGSM) attack that works by adding some small noise to the
original data that would seem insignificant to humans but leads to misclassification of the trained model.
FGSM performs a single-step attack using the loss function of the model L and some perturbation
parameter ϵ [17]:
𝑥𝑎𝑑𝑣 = x + ϵ ⋅ sign(∇𝑥 L(x, y; θ))
After this research, various adversarial attacks have been proposed. One of them is PGD attack [18],
which is a variation of the FGSM attack. PGD works by iterating FGSM several times in the area S:
𝑥𝑎𝑑𝑣 = Π𝑥+𝑆 (x + ϵ ⋅ sign(∇𝑥 L(x, y; θ)))

2.3 Explainable AI
AI performance has increased significantly during last years compared to very first models, however,
growth of performance led to different problems which is lack of interpretability. The very first AI models
were easily interpretable. Current models, though, like DNNs, have great performance but are hard to
interpret and can be considered black-box models [19]. Nowadays, AI is used in a huge number of
different areas. Some fields, such as the medical sector, consider transparency and explainability of
models highly important. In order to provide transparency to complex AI models, a new wave of AI
called explainable AI is now sparking interest [20]. XAI is a class of systems that aim to provide
transparency and explainability of model’s decisions and also to provide insight of model’s possible
future behavior. There are several studies and methods proposed and developed to give an explanation
of AI models [21]. One of them is the LIME method.
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2.3.1 Local interpretable model-agnostic explanations
LIME works by using a surrogate model, which is easy to explain. That surrogate model is used to
approximate predictions of a black box model. Surrogate models can be any simple and understandable
model, such as linear or logistic regressions or decision trees [22]. LIME produces local explanations,
which explain concrete individual input (i.e., the reason why the target model makes a particular decision
for some particular input) [23]. LIME generates a new dataset by permuting the original data records and
then makes decisions about this new dataset using a target model that needs explanation. Then, the
surrogate model is trained using the newly generated dataset and gives an explanation of the black box
model’s decision for some inputs [24].

2.4 Existing Studies
Several successful studies were conducted on the application of adversarial attacks on machine learningbased IDSs. Attacks using adversarial examples were able to reduce performance of models significantly.
Peng et al. [25] proposed a framework for evaluating deep learning-based network IDSs. They
implemented four adversarial attacks (PGD attack, momentum iterative FGSM, limited memory
Broyden-Fletcher-Goldfarb-Shanno [L-BFGS], and simultaneous perturbation stochastic approximation
[SPSA] attacks) on four machine learning models (DNNs, SVM, random forest, and logistic regression)
and evaluated the performance of the models under adversarial attacks. Experiments showed that
performance of the models significantly reduced as a result of the attacks. Accuracy of the four clean
models was about ≈0.750, and when under attack, accuracy was reduced to ≈0.5. Experiments were
conducted using the NSL-KDD dataset.
Yang et al. [8] conducted a study to mimic adversarial attacks on DNN-based network IDSs. Authors
implemented three adversarial attacks (substitute model attack, zeroth order optimization [ZOO] attack,
and generative adversarial nets [GAN]) on DNN, and the attacks were able to reduce performance of the
model. Accuracy of the original model was 0.890. ZOO and GAN attacks reduced model performance to
≈0.5; the substitute model attack reduced accuracy to ≈0.7.
There are several studies that propose defense mechanisms against adversarial attacks, but defending
IDSs against adversarial attacks is not widely researched. Pawlicki et al. [26] proposed a method for
detecting adversarial attacks. Their method works by dividing a dataset for training an IDS and training
an adversarial detector. The adversarial detector was trained using a dataset with adversarial samples,
and after training it successfully detected adversarial examples.
One method to defend against adversarial attacks is using XAI. Studies on the detection of adversarial
attacks using XAI were mostly conducted on an image classification task. Our method, to our knowledge,
is the first application of XAI for detection of adversarial attacks in the context of an IDS.
Klawikowska et al. [27] applied XAI local and global explanation methods to analyze adversarial
attacks on DNNs that were trained for image classification. Experiments showed that explanation results
of the clear original dataset records and explanation of adversarial samples differed a lot and
demonstrated that XAI tools can be valuable for analysis.
Amosy and Checkit [28] proposed an adversarial attack detection approach using the SHAP method to
identify images whose explanations do not match the predicted class. They evaluated performance of the
proposed method using the CIFAR-10 and SVHN datasets and the FGSM, PGD, and Carlini&Wagner
(C&W) adversarial attacks. The proposed method improves detection accuracy from ≈70% to over 90%.
Fidel et al. [29] presented a detection method of adversarial examples on DNN using the SHAP method.
Their method works by generating XAI signatures using SHAP for both normal and adversarial dataset
samples. Then, these signatures are used to train the detector. Evaluation of performance was done using
CIFAR-10 and MNIST image recognition datasets and accuracy of detecting adversarial attacks was
about ≈97%.
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3. Proposed Framework
In this section we propose an architecture for the detection of adversarial attacks in machine learningbased IDSs. In the initialization phase, we train an IDS using a SVM classification model, and then we
extract an explanation of Normal data records from the dataset using LIME. Based on the explanation,
we extract a set of features that defines Normal data. In the detection phase, the trained IDS is used to
classify network traffic. If it is classified as Normal, an extra validation step is required. A set of features
generated in the initialization phase is used to detect adversarial examples in a real-time environment by
comparing the explanation of the network traffic that is classified as Normal with the set of features. The
overall architecture is illustrated in Fig. 2.

Fig. 2. Architecture of the proposed method.

3.1 SVM-based Intrusion Detection System
A SVM is a widely used supervised machine learning algorithm based on statistical learning theory
that can be used for both classification and regression. The main idea of SVM is based on finding the
optimal hyperplane so that the difference between classes is maximized. An SVM model is formed by
finding support vectors that represent the training data [30].
In the proposed architecture, a SVM classifier SVC from “scikit-learn” machine learning library was
used. The model was trained with an “rbf” kernel, random_state = 0 and with other tuning parameters
set by default. Then, the trained model is used to predict new incoming data (monitored network traffic)
into two classes: Normal and Attack. The architecture of the training and prediction phases of our IDS is
illustrated in Fig. 3.
The performance of the SVM is evaluated on the NSL-KDD dataset which is a dataset that was
proposed to solve issues in the KDD'99 dataset. The KDD'99 dataset is a network connection record set,
which was restored from the raw data collected by Lincoln Labs at MIT for an IDS evaluation sponsored
by the Defense Advanced Research Projects Agency (DARPA) in 1998. The NSL-KDD contains a
training dataset with 21 attacks and a test dataset with 37 attacks. There are five classes in the datasets:
normal, probe, denial of service (DoS), user to root (U2R), and remote to local (R2L). Generally, a dataset
is divided into two classes, Normal and Attack. In this paper we conduct binary classification; thus the
IDS classifies network traffic into normal data and intrusion data.
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Fig. 3. Training and prediction phases of the IDS.

3.1.1 Data preprocessing
The NSL-KDD dataset has 41 features: three symbolic features, 32 continuous features, and six binary
features.
• Symbolic features: There are three symbolic features: “protocol_type”, “flag,” and “service.” First,
we transform symbolic features into numbers using Label Encoder, and then, we encode the results
using One Hot Encoder.
• Continuous features: There are 32 continuous features in this dataset: “duration,” “src_bytes,”
“dst_bytes,” “wrong_fragment,” “num_failed_logins,” etc. We use Standard Scaler as a data
normalization method.
• Binary features: There are six binary features: “land”, “logged_in,” “root_shell,” “su_attempted,”
“is_hot_login,” “is_guest_login,” and no preprocessing techniques are needed for these features.
After preprocessing, the dataset will have 122 dimensions because the One Hot Encoding method
expands the number of features.

3.2 Explanation with LIME
3.2.1. Initialization phase
To detect adversarial examples, we first get an explanation result from the dataset that was used for
training our IDS. We use the LIME tool to extract explanations of Normal data records from the dataset.
Algorithm 1 shows extraction of rules from the training dataset using the LIME explainer. First, we get
an Explainer of the training data X_train with its labels Y_train and all features of this dataset. Then, we
specify the prediction function of our trained model. Afterwards, we have to specify the number N of
features that we want to extract. This number of features represents the most important features that we
are going to use for explanation. After selecting the number of features, the explanation of Normal data
records of the dataset using the model’s prediction function is complete. Explanation returns a set of N
most important features of all selected Normal data records. Then, we define set S of features that become
an explanation of the Normal data.
3.2.2. Detection phase
In the detection phase, monitored network traffic is first analyzed by the IDS. If the input traffic is
classified as Attack, the IDS sends Alert. If it is classified as Normal, then another step is required to verify
the IDS’s decision. In this step, an explanation of this data is extracted using the Explainer from the
initialization phase. The Explainer returns N important features about what the IDS’s decision was based
on. Then, we check if these features are in the set S extracted in the initialization phase. If there is more
than one feature that does not belong to the set S, this input traffic is classified as Attack and Alert is sent.
If all features belong to the set, input traffic is classified as Normal, and no action is needed (Algorithm 2).
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Algorithm 1. Extraction of important features of the Normal data
Input: Model, X_train, Y_train, AllFeatures
Output: Set of important features: S
Explainer  LimeTabularExplainer(X_train, Y_train, AllFeatures)
prediction_function  Model’s prediction function
Number of important features to extract: N  10
for “Normal” record nrml in X_train do
explanation[nrml]  Explainer(X_train[nrml], prediction_function, N)
end for
S  ExtractFeatures(explanation)
return S
Algorithm 2. Detection of attacks by IDS and Explainer
Input: Input network data 𝑁𝐼 , set of features S
Output: Normal or ALERT
Decision  IDS(𝑁𝐼 )
if Decision == Attack then
return ALERT
else if Decision == Normal then
explanation[𝑁𝐼 ]  Explainer(𝑁𝐼 , prediction_function, N)
if explanation[𝑁𝐼 ] 𝜖 S then
return Normal
else
return ALERT
end if
end if

4. Experiments and Results
4.1. Performance Evaluation of IDS
For evaluation of our model’s performance, we use the following evaluation metrics: accuracy,
precision, recall, and F1-score. Here, true positive (TP) indicates the number of correctly classified
attacks. True negative (TN) is the number of correctly classified normal behavior events. False positive
(FP) is the number of attacks wrongly classified as normal behavior events. False negative (FN) represents
the number of normal behavior events wrongly classified as attacks [24].
•

•

•

Accuracy: This is the ratio of correctly classified records to the entire dataset.
𝑇𝑃 + 𝑇𝑁
𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
𝑇𝑃 + 𝑇𝑁 + 𝐹𝑃 + 𝐹𝑁
Precision: This is the ratio of records correctly classified as an attack to all records.
𝑇𝑃
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
𝑇𝑃 + 𝐹𝑃
Recall: This is the ratio of records correctly classified as an attack to all the attack records
classified as an attack.
𝑇𝑃
𝑅𝑒𝑐𝑎𝑙𝑙 =
𝑇𝑃 + 𝐹𝑁

Page 8 / 13

•

Detection of Adversarial Attacks in AI-Based Intrusion Detection Systems Using Explainable AI

F1-Score: F1-score is a measure of precision and recall at the same time.
2 × 𝑅𝑒𝑐𝑎𝑙𝑙 × 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛
𝐹1 − 𝑆𝑐𝑜𝑟𝑒 =
𝑅𝑒𝑐𝑎𝑙𝑙 + 𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛

Table 1 shows the performance results of the SVM model used for IDS.
Table 1. SVM performance results
Model
SVM Classifier

Accuracy

Precision

Recall

F1-score

0.9684

0.9589

0.9868

0.9726

4.2. Detection of Adversarial Attacks
4.2.1. Initialization phase
First, we extract features that define Normal data using Algorithm 1. The inputs of the algorithm are
the SVM model, training dataset from the NSL-KDD, and 122 features of the dataset. The 122 features
are the features after the data preprocessing phase, and they represent 41 original features. Then using
the LIME explainer and the model’s prediction function, we get an explanation of Normal records within
the dataset. The NSL-KDD training dataset consists of 125,973 data records and 67,343 of them are
labeled as Normal. We conducted experiments using 1,000 data records from the dataset labeled as
Normal and extracted the explanation result for all of them. We chose 1,000 data records for evaluation
of our framework’s performance due to time consumption, so this number can be expanded. The number
of features extracted for every data record is 10. This means that the explanation result of a single data
record has 10 features that had the biggest impact on classification to Normal class. Using explanation
results from 1,000 data records, we extracted the set of features S that contains all the important features
from the Normal data. In this experiment, we extracted 65 features out of 122 that are important in
classifying Normal data records. These features are shown in Table 2.
Table 2. Features extracted by Algorithm 1
Extracted features
land

wrong_fragment

urgent

hot

num_failed_logins

root_shell

su_attempted

num_file_creations

num_shells

num_access_files

is_host_login

service_IRC

service_X11

service_aol

service_ctf

service_discard

service_echo

service_efs

service_exec

service_gopher

service_harvest

service_hostnames

service_http

service_http_2784

service_http_443

service_http_8001

service_imap4

service_klogin

service_kshell

service_ldap

service_link

service_login
service_netbios_ns

service_mtp

service_name

service_netbios_dgm

service_netbios_ssn

service_nntp

service_ntp_u

service_other

service_pm_dump

service_pop_2

service_pop_3

service_printer

service_red_i

service_remote_job

service_rje

service_shell

service_sql_net

service_sunrpc

service_supdup

service_systat

service_tftp_u

service_tim_i

service_urh_i

service_urp_i

service_uucp

service_whois

flag_OTH

flag_RSTO

flag_RSTOS0

flag_S1

flag_S2

flag_S3

flag_SH
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4.3. Detection Phase
To evaluate detection performance, we generated adversarial examples using a PGD attack. We
generated adversarial examples of the test data and used 10 FN classification results (Attacks that were
classified as Normal) from adversarial examples and 10 Normal test entries to conduct experiments. We
selected 10 data records for each case to evaluate performance of our framework. First, we got explanation
results using LIME on all the data, both adversarial and Normal test data. Then, we analyzed if the
extracted features belonged to the set S. If all features of data belonged to the set, then this data was
considered Normal. If there was even one feature that set S did not contain, then we considered this data
as adversarial data and classified it as attack.

4.3.1. Experiments on adversarial examples
Fig. 4 shows the explanation result of an adversarial example. In this figure, 10 most important features
that contributed to the Normal class are shown: “flag_S1,” “service_ntp_u,” “service_IRC,”
“service_urp_i,” “flag_S2,” “dst_host_same_srv_rate,” “same_srv_rate,” “flag_SF,” “service_tim_i,”
and “service_kshell.” The IDS classified this adversarial example as Normal data even it is an Attack.
However, three features, “same_srv_rate,” “dst_host_same_srv_rate,” and “flag_SF,” do not belong to
the set S, which means that these features are not the features that contribute to the Normal class.

Fig. 4. Explanation of adversarial example 1.

Fig. 5. Explanation of adversarial example 2.
Another adversarial example’s explanation results are shown in Fig. 5. This data is also being classified
as Normal even when it is an Attack. There are 10 features that were extracted: “service_urp_i,”
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“flag_S1,” “flag_S2,” “same_srv_rate,” “srv_serror_rate,” “serror_rate,” “dst_host_srv_serror_rate,”
“dst_host_serror_rate,” “Protocol_type_tcp,” and “flag_SF.” However, there are seven features out of
10 that do not belong to the set S: “same_srv_rate,” “srv_serror_rate,” “serror_rate,” “flag_SF,”
“dst_host_serror_rate,” “Protocol_type_tcp,” and “dst_host_srv_serror_rate.” Even if the IDS did not
detect this attack, by explanation of the prediction we can detect the abnormality.
By using the proposed method, all 10 adversarial examples were detected. Results of experiments
showed that by using a proposed framework we can detect adversarial attacks that were classified by an
IDS as Normal.

4.3.2. Experiments on Normal test data
We conducted experiments on Normal test data that was not used to extract features of set S to check
whether the explanation of real Normal data had features from the set S and did not produce FPs. In Fig.
6, explanation of Normal data is shown. There are 10 features: “service_IRC,” “service_X11,” “flag_S1,”
“flag_OTH,” “flag_S2,” “num_failed_logins,” “service_red_i,” “su_attempted,” “service_rje,” and “flag_S3”
and all these features belong to the set S, which means that these features are real features that define
Normal data.

Fig. 6. Explanation of Normal example 1.

Fig. 7. Explanation of adversarial example 2.
In another experiment shown in Fig. 7 on Normal test data, we extracted 10 features from the explanation:
“service_IRC,” “service_X11,” “flag_S1,” “flag_OTH,” “flag_S2,” “num_failed_logins,” “service_red_i,”
“su_attempted,” “service_rje,” and “flag_S3” and they also belong to the set S.
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The proposed method was able to classify Normal test data without FPs for all 10 examples. By
conducting experiments on Normal test data examples, we showed that our proposed framework not only
is able to detect an adversarial attack, but also correctly classifies new Normal data that was not used for
producing an explanation set.

5. Conclusion
This paper presented a framework for the detection of adversarial examples in machine learning-based
IDSs using XAI. The proposed framework consists of two phases: an initialization phase and a detection
phase. In the initialization phase, an IDS based on a SVM model is trained to detect network intrusions.
Using the training set data, we get explanations of the Normal data records, and based on these
explanations, we define a set of features that are important for classification of Normal data. In the
detection phase, network traffic is monitored using a previously trained IDS. If it detects an intrusion, it
sends an alert. If the data is Normal, it goes through explanation and the result of the explanation is then
compared to the set of features extracted from the initialization phase. If features extracted by explanation
belong to the set, it is considered as truly Normal data. If it is not, an alert is sent. We conducted
experiments to evaluate the performance of the IDS and the detection performance of the framework.
Using our framework, it was able to detect 10 out of 10 adversarial examples. Also, experiments on
Normal test data not used to produce the set of features showed that the proposed framework successfully
classifies them as Normal data.
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