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Abstract 

In this digital era, forgery in images is very common, where copy-move and splicing forgery are the most 

popular types of image forgeries. In the current literature, most of the existing techniques detect these types of 

forgeries. However, most researchers have targeted only JPEG compressed images. Though, digital forensic 

techniques should not be particular to any image format. In deep learning, the convolutional neural network 

(CNN) and autoencoder are very popular methods to extract complex visual features in digital images. In the 

proposed method, multiple structures stacked autoencoders (SAE) are introduced for forgery detection in 

various image compression techniques, where the pre-trained AlexNet and VGG16 are utilized for image 

features extraction. The Ensemble Subspace Discriminant classifier is utilized for authentic and forged image 

classification. We performed an extensive ablation study on two CASIA datasets, where the results with two 

autoencoders and AlexNet features are dominant over all architectures and state-of-the-art methods, it achieved 

95.9% accuracy for JPEG images and 93.3% for TIFF images.  
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1. Introduction 

Photography is an art, and a photograph or image is the illustration of the exterior form of a person, 

thing, and anything in nature. Technological innovations shift photography from its original basis to 

digital image. Now, in the digital era, an image is a part of the actual world designed after a series of 

images creation. Since the early days of photographic images, security and authenticity were the main 

problems. With the age of digital images, the procedure of changing an image has become very popular. 

Due to the availability of powerful editing software programs, anyone can manipulate images very easily. 

The process of altering or changing digital images and documents to mislead someone is called forgery 

[1]. With the advancement in image processing technology, the forged images and videos become so 

realistic that they cannot be detected with the human eye. For instance, recently DeepFake [2] has been 
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introduced, which can make a synthetic video of any face; such a forgery can be used in crime scenes by 

forging surveillance camera footage. To stop DeepFake kind of synthetic changes, forgery detection can 

play an important role. According to Zhang et al. [3], in the digital age, there is a large volume of fake 

images on social media platforms and everywhere on the worldwide web. Digital forgeries have existed 

for several years and are still considered an interesting topic for researchers. The spreading of forged 

images can be distributed very simply and can also be used to deceive audiences from the truth and the 

outcomes may be very serious. Therefore, the validity of digital images is immediately required. For 

instance, Kashyap et al. [4] stated that, in crime scenes investigation and many different fields there are 

several routes for changing a picture, where the most common are splicing and copy-move.  

According to Zhou et al. [5], image forgery is usually considered as a method of cropping and pasting 

regions on the same or discrete sources. This problem is categorized into two groups; one is copy-move 

and the second is splicing forgery. Copy an area from one portion of an image and then paste it onto 

another area in a similar image, called copy-move forgery. This kind of forgery is very popular. On the 

other hand, if the pasting area of the image is from an image other than pasted one, this process is known 

as image splicing. Otherwise, it is a copy-move forgery. It is a procedure of merging two or more images. 

This forgery is also called image composing. 

Recently, many researchers have started to make efforts on the issue of digital forged images. 

Numerous procedures have been established to detect altering and forgery to confirm the validity of 

images. As stated by Warif et al. [6], authenticity and consistency (reliability) of digital images are 

important due to the easiness of altering digital images. Wang et al. [7] described that it has become a 

danger to security because anybody can get and alter image contents without leaving any noticeable clues. 

So, it has been proven that authenticity of digital images is a very severe problem, and it needs to be 

solved. JPEG and TIFF are very commonly used digital image file formats. According to Zhang et al. 

[3], in tampered and forged images analysis maximum work focus only JPEG compressed images. Many 

approaches are only precise to the JPEG file format [8–14] where they detect the tampered area based on 

the artifacts preoccupied by JPEG compression. However, digital forensics detection techniques must not 

be precise to any specific image format. It must be able to detect the tempered regions on other formats 

like JPEG and TIFF images. Many other solutions identify features based on a specific tampering 

procedure such as copy-move. Therefore, developing an accurate and strong method to detect these 

formats of forged images is immediately needed. The novelty of the proposed approach is that it resolves 

time complexity issues, and it can effectively detect every type of compressed image and forgery. Feature 

extraction at the backend using convolutional neural network (CNN) reduces time and these features after 

training using stacked autoencoders (SAE) can detect every type of forgery and compressed image. We 

have addressed these challenges with the following key contributions: 

1) We proposed an effective method for three kinds of compression techniques with precise 

recognition accuracy. The proposed method uses the activations of fully connected layers of a pre-

trained VGG16 and AlexNet CNN models. The features of the fully connected layers are the global 

and high-level representations of the image. We investigated features of two CNN models for forged 

image representation and proved via experiments that which model can learn tiny, altered patterns 

in the image. 

2) The extracted features from a fully connected layer of CNN models are of very high dimensions, 

through which classification of binary classes such as forgery or non-forgery is not effective. 

Therefore, to reduce high dimensional space to low dimensional features, we have trained these 

features with multiple structure SAE to squeeze those features and make them able to classify into 

two classes, forged and authentic. Multiple structures SAE, with two and three autoencoders stacked 

are used respectively to reduce the dimensions of features. 

3) Trained features from SAE are propagated forward to Ensemble Subspace Discriminant (ESD) 

classifier to get forged images. 

The rest of the paper is organized as follows. Literature review is discussed in Section 2. The proposed 

methodology is given in Section 3. The experimental evaluation, testing and a discussion about results is 
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given in Section 4. Section 5 includes conclusion of this article and recommends the future research 

guidelines. 

 

2. Related Work  
 

This section discusses a summary of earlier research about common forgery detection techniques in 

images including copy-move and spliced forgeries in context of different image compression formats. 

 

2.1 Statistical Machine Learning-Based Techniques 

 

The existing methods are divided into two major categories: block-based and keypoints-based systems 

to detect copy-move forgery. For instance, Wang et al. [7], presented a passive image copy-move 

tampering detection method. using local keypoints features. The drawback of this method is greater 

computational complexity and cannot be applied in real-time systems. In another method, Mahmoud and 

Al-Rukab [15] presented a brief introduction to moment and illustrated detection methods that are based 

on moments. The most important thing in these methods is the robustness to all types of attacks. Most of 

the methods succeeded in some cases like blurring and failed in rotation. Wang et al. [16] presented a 

copy-move tampering detection method. They used quaternion exponent moments (QEMs). Their results 

show effectiveness only on copy-paste forgeries in conditions like scaling and rotation. Warif et al. [6] 

surveyed the latest techniques in copy-move forgery detection. They described the ordinary copy-move 

forgery detection workflow using block and keypoints-based methods. They also discussed the datasets 

and authentications used in the literature. Lastly, they also summarized several future work directions. 

Kuznetsov and Myasnikov [17] proposed a technique based on hashing for copy-move detection that can 

be used to detect transformed duplicates areas due to a special preprocessing technique. Additional 

research contains developing new processing techniques to find more complicated forms of alterations. 

Zhao et al. [18] proposed a technique built on image segmentation plus an algorithm named swarm 

intelligence (SI). In this technique, they separated an image into little non-overlapping blocks. The SI 

algorithm is used to find the best possible parameters at every layer. Then with scale-invariant features 

transform (SIFT) based system, these parameters are applied to identify every layer. Their approach 

produced a greater false-positive rate. It should be resolved to enhance the effectiveness of their 

technique. Niu et al. [19] proposed a fast and accurate copy-move forgery detection algorithm, based on 

complex-valued invariant features. Jalab et al. [20] proposed a method in which they transformed image 

blocks into discrete wavelet transforms (DWTs) and for feature extraction they used a new fractional 

texture descriptor based on approximated Machado fractional entropy. They used a support vector 

machine (SVM) classifier only for spliced forgery classification. Huang et al. [21] presented a keypoints-

based image forgery approach based on a superpixel segmentation algorithm and Helmert transformation 

to detect copy-move forgery. At first, they extract the keypoints and descriptors by applying a SIFT 

algorithm. Then using a descriptor, identical pairs will be taken by computing the similarity between 

keypoints. Based on spatial distance and geometric constraints through the Helmert transformation, they 

grouped these identical pairs to get rough fake regions. Then, they improve these rough fake regions and 

remove any faults. Lastly, the forged areas can be localized more precisely. 

 

2.2 Deep Learning-Based Techniques 

 

Deep learning-based techniques have outperformed state-of-the-art machine learning-based methods 

in many computer vision applications. In digital image forgery detection, Bunk et al. [22] proposed two 

approaches for detection of image forensics. In the initial technique, they presented an end-to-end system 

for detection. Then they performed localization in the digital manipulated images depending on radon 

transform and deep learning methods. Secondly, they applied a combination of resampling features; these 
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features are based on maps. For classification, they used LSTM-based model for tampered areas. Zhang 

et al. [3] presented two phases deep learning method for features learning. In initial phase, they used a 

SAE, through which the model learns the features for every image patch. In the second phase, they 

additionally integrated the contextual information of the full area of the image. Similarly, Zhou et al. [5] 

proposed a technique that is based on a blocking approach. The processing unit of every block is a 

powerful CNN. This method is capable to detect the splicing forgery and revealed its efficiency in JPEG 

compression. Their experimental results only show its strength for JPEG compression. Kim and Lee [23] 

presented an image manipulation detection algorithm using a deep CNN model. This neural network is 

composed of four steps including one high-pass filter, two convolutional layers, two fully connected 

layers, and one output layer. For the experiments, they modified images using a median filtering method, 

Gaussian blur, additive white Gaussian noise and resized image to 256×256 dimensions. Ink mismatch 

finding is an important step in image forgery detection. For instance, Khan et al. [24] presented a deep 

learning method for ink gap detection in hyperspectral document pictures. They extracted spectral 

reactions of ink pixels from a hyperspectral document image, reformed to a CNN friendly image format 

and pass to the CNN for classification. Their proposed technique successfully identifies various ink types 

in hyperspectral document images for forgery revealing. In another method, Liu et al. [25] presented an 

efficient copy-move tempering recognition technique based on convolutional kernel network (CKN) 

which is a series of matrix computations and convolutional operations. Finally, proper pre- and post-

processing for CKN are implemented to attain copy-move forgery detection. Cozzolino et al. [26] 

introduced a learning based forensic transfer (FT) based on autoencoder to distinguish between real and 

fake images. They trained autoencoder based approach on a source domain and separate the real and fake 

images in hidden space. For adaption to the target domain, they used some target training samples and 

hidden space to predict the class. Khalid and Woo [27] proposed a one-class classification model based 

on a variational autoencoder to detect fake human face images. They proposed two different approaches. 

In the first approach, they computed the reconstruction score directly from the input and output image 

using the same encoder and decoder building blocks. In the second approach, they added the additional 

encoder block follow the decoder, which takes the decoder output as input then they computed the 

reconstruction score between the first encoder and the second encoder output. Marra et al. [28] proposed 

a CNN based image forgery detection and localization method and made decisions from the whole image 

without resizing it. Their framework consists of three blocks: patch-wise feature extraction, image-wise 

features combination with multiple pooling strategies, and global classifications. Meena and Tyagi [29] 

presented a survey paper and discussed all types of image forgery detection techniques, i.e., image 

splicing detection, copy-move forgery detection, image resampling detection, and image retouching 

detection. Walia and Kumar [30] discussed different types of image forgeries, methods of image forgery 

detection and localization, novelty and shortcomings of these methods and major challenges. Li et al. 

[31] proposed a method called face R-ray for detecting forgery in face images and reveal the manipulated 

boundaries in forged images. They used a CNN HRNet in their framework. Dixit and Bag [32] proposed 

a complex framework that utilized keypoints matching using K-nearest neighbor via K-d tree to detect 

forged images. Abbas et al. [33] performed experiments using two deep learning models; smaller 

VGGNet and Mobile Net V2 for copy-move image forgery. In another survey, Saber et al. [34] discussed 

all types of forgeries, i.e., digital watermarking, digital signature, image splicing, image retouching and 

copy-move forgery. They discussed deep learning and CNN-based techniques. Yang et al. [35] proposed 

keypoints matching based method for copy-move forgery detection. In the current literature, most of the 

researchers addressed two major problems: minimum accuracy and time complexity. Majority of the 

methods are limited to one kind of forgery detection and some fail to identify some cases for example if 

the forgery part is rotated or scaled. There exist several systems that perform better for rotation to a certain 

level, but they are not capable of rotation of types, which need to be resolved in the future. 
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3. Proposed Methodology 
 

In this section, we discussed the implementation procedure of the proposed framework for digital 

image forgery detection. The proposed approach resolves time complexity issues, and it can effectively 

detect every type of forgery and compressed image, that is the main issue in image forgery detection 

methods. If we directly input, the images to the SAE then it takes many hours to train and extract features; 

that is why we first extract features from images using pre-trained CNN and then these extracted features 

pass to the SAE as an input to train for forgery detection. Feature extraction at the backend using CNN 

reduces time and these features after training using SAE can detect every type of forgery and compressed 

image. Firstly, high-level features are extracted from images using pre-trained AlexNet and VGG16 CNN 

models; these extracted features are passed to the SAE for the training of forgery detection. Multiple 

experiments are performed with different CNN features and SAE structures. Fig. 1 shows the proposed 

framework for digital image forgery detection. 

 

 
Fig. 1. The proposed framework for digital image forgery detection. Firstly, features are  

extracted from images using CNN model these extracted features pass to the SAE for squeezing the 

high dimensional features followed by forgery detection. 

 

Loading raw image data directly into the autoencoder cannot detect forgeries properly and it takes 

more time. Many open sources and a pre-trained models nowadays are available, that are already trained 

on huge datasets and can extract features effectively. It is the right path to utilize these models for our 

work. Pre-trained CNN models including AlexNet and VGG16 are simple object classification models. 

In the proposed method, features are extracted from the images using these models; then these extracted 

features are passed to the SAE for forgery detection. After loading the data, the feature extraction 

procedure starts. CNN models VGG16 and AlexNet, are both pre-trained on a huge dataset known as 

ImageNet. The proposed method used these models for feature extraction, which are then passed to the 

proposed SAE for forgery detection. SAE model automatically trains the extracted features and gives us 

trained features for classification. Finally, the ESD Learner is used for forged and authentic classification, 

CNN has shown its ability in a variety of computer vision works including image classification, image 

retrieval, object detecting, localization, and image segmentation. Effective usage of CNN for various 

tasks motivated researchers to use it in feature extraction. Training a deep CNN architecture needs 

massive quantity of data and extreme price for computational resources. Therefore, researchers proposed 

a solution for this problem by using the pre-trained CNN models. The parameters of these pre-trained 

models are trained on huge datasets. The features that are extracted from these models are extremely 

dominant and able to represent visual contents, which can help the model to learn the complex features. 

 

 

 



Page 6 / 17                                                                                      Digital Image Forgery Detection Using Deep Autoencoder and CNN Features 

3.1 AlexNet CNN Model 

 

AlexNet is the most popular pre-trained architecture in the era of deep learning. It has 60 million 

parameters, and eight layers including five convolutional layers, two fully connected and the last softmax 

layer. Each of convolutional layers has filters with a nonlinear activation function Relu and local response 

normalization. Out of five convolutional layers, the first, second and fifth layers go with max-pooling 

layers. The input size is fixed to 227×227 because of the fully connected layers, the input size should be 

fixed. The first convolutional layer has 11×11 filters (kernels) with the stride four and output is 96 feature 

maps of size 55×55. Then a max-pooling layer with 3×3 kernels is applied. The same operation is 

performed in the second convolutional layer with 5×5 filters with stride one and max pooling. The output 

of the second layer is 256 feature maps of size 27×27. The third, fourth and fifth layers have 3×3 filters. 

The third and fourth layers have one stride, and their output is 384 feature maps with size 13×13. The 

fifth layer has two strides and output is 256 feature maps with size 13×13. The fifth layer is followed by 

a max-pooling layer. Two fully connected layers are used with dropout, and last is the softmax layer. 

Dropout is applied to reduce overfitting. Two fully connected layers with 4096 outputs and the last 

softmax layer output are 1000 neurons. The AlexNet model contains 25 layers. In AlexNet every 

convolutional layer extract local features. The last three fully connected layers extract global features. 

Global features are a compact representation of every area of the image. The second last and third last 

fully connected layers extract 4096 features. The last fully connected layer is a compact representation 

of all layers, and it extracts 1000 features, and these are the main features that will be used for further 

processing. The 4096 features are high dimensional features; these extracted features are then reduced to 

1000 features in the last fully connected layer. The 4096 deep features need high computational 

complexity, and 1000 features are suitable for this work, in terms of computational complexity, and the 

system can encode these features easily for forgery detection in SAE. These 1000 extracted features are 

then passed to the SAE network for training. Then trained features of SAE are used for classification. 

 
 

3.2 VGG16 CNN Model 

 

To train a CNN deep model a large quantity of data and very high price computational resources are 

needed. Pre-trained CNN models are the best solution for this problem. In the proposed technique a CNN 

model that is pre-trained, named VGG16 is selected for feature extraction from images, these features are 

deep. It is observed in tests that it can accomplish better accuracy and time efficiency. The architecture 

of VGG16 is shown in Table 1. The architecture of VGG16 is different from previous CNN models. 

Other models have 11×11 or 7×7 kernels including four or five strides. This kind of system raises the 

number of parameters in a model, and it will be more complex because the wide stride network can fail 

to detect the important patterns in the image because it can miss the important features. VGG16 contains 

3×3 kernels for every convolutional layer. It helps to decrease the number of parameters and every pixel 

of the image convolves. Fixed size of 224×224×3 RGB image is the input to the network. Then the image 

is going through these convolutional layers taking size 3×3 receptive fields. In every convolutional layer 

a stride of one pixel is used. The VGG network has a total of 16 layers, 13 convolutional stacked layers 

and the last three layers are fully connected layers. All 13 layers of VGG16 network are settled in five 

stacks: two convolutional layers in the first two stacks. The remaining three stacks had three 

convolutional layers where every stack follows one pooling layer. In the end, these five stacks of 

convolutional layers then go to three fully connected layers. These three fully connected layers contain 

4096 neurons in the second last and third last fully connected layer and the final layer has 1000 neurons. 

Table 1 illustrates the structure of VGG16. 
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Table 1. The overall structure of VGG16 CNN model 
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3.3 Training using SAE 

 

A deep autoencoder is an unsupervised feature learning type of artificial neural network framework. It 

is used to learn efficient data encodings in an unsupervised manner and mostly used for feature extraction 

automatically. The autoencoder has three layers, including input layer, hidden encoding layer and output 

decoding layer. Autoencoder initially reduces the input dimension then transforming the input data to 

compressed representation to employ successive layers. Then, for the successive layer, this compressed 

form of data is utilized to reconstruct the input with minimum error [36]. At the output, the autoencoder 

tries to reconstruct its input, through minimum reconstruction error. The output of the encoder section is 

taken as a high-level set of features for a classification task. In this paper, a SAE is presented to get the 

best performance. SAE is built by stacking many layers of basic autoencoders altogether. The output of 

every layer is linked as inputs to the successive next layer. The first layer of SAE model learns the first 

order’s features, which are linked to the patterns of the deeper layers to extract more complex features. 

In terms of forgery detection for JPEG images, most methods detect the tampered areas that remain on 

objects by multiple JPEG compression [8–14]. However, TIFF introduces no compression artefacts, 

which is very challenging, but the proposed SAE effectively detects forgery in TIFF images. Our 

experiments show that it can detect forgery in both JPEG and TIFF images, also it detects both types of 

forgery copy-move and splicing forgery. In the first experiment, two autoencoders are stacked, and in the 

second experiment, three autoencoders are stacked. The motive behind this neural network is that it learns 

the features automatically according to the data. 

Pre-trained models VGG16 and AlexNet are for general object image classification. Their parameters 

are trained on large-scale dataset, which can provide better representation for any visual data. 

Furthermore, deep CNN models need millions of images and high processing GPU for training. That is 

why features extraction from pre-trained CNN models is the best choice. In the proposed framework, 

these extracted features are passed to the SAE for image forgery detection. Generally, an autoencoder 

consists of two parts: an encoder and a decoder. In encoding, the model learns by reducing the input 

dimensions and then compresses the data into an encoded representation. In decoding the model learns 

but this time for reconstruction of the data from the encoded representation to make the original features 

to calculate the error. In encoding, it multiplies the data with “W” weights and adds biases “b” and 

executes it with a nonlinear function such as sigmoid function as given in Equation (1). Encoded data is 

then decoded to the same dimensions of inputs ad displayed in Equation (2). Weight settings are done 

using backpropagation to decrease the mean square error close to zero. In Equations (1) and (2) “x” is the 

data, “W” indicates the weight matrix and “b” indicates bias vector. Weights along with biases are 

initialized randomly and then modified iteratively through the backpropagation process during training. 

 

ℎ (𝑥) = 𝑠𝑖𝑔𝑚 (𝑊𝑥 + 𝑏)      (1) 

            𝑥 = 𝑠𝑖𝑔𝑚 (𝑊(ℎ(𝑥)) + 𝑏)      (2) 

 

In SAE, the first hidden layer requires input “x” while the other layers obtain input from the earlier 

hidden layer. The SAE is mathematically given in Equations (3) and (4). In these equations, ‘n’ is the 
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number of layers for encoding 𝑥𝑙 , 𝑊𝑙, and 𝑏𝑙 are the data, weight matrix and biases vectors.  

 

ℎ(𝑥)𝑙+1 =  𝑠𝑖𝑔𝑚 (𝑊𝑙𝑥𝑙  + 𝑏𝑙)     (3) 

 𝑥𝑛+𝑙+1 = 𝑠𝑖𝑔𝑚 (𝑊 𝑛−𝑙  ℎ(𝑥)𝑛+𝑙 +  𝑏 𝑛−𝑙 )     (4) 

 

The SAE trains each layer of the network separately, while training one layer it freezes the weights of 

the other layers. In this paper, two experiments are performed. In the first experiment, two autoencoders 

are stacked and in the second experiment three autoencoders are stacked on top of each other. 

 

3.4 Classification of Authentic and Forged Images 

 

The proposed framework is tested on various classifiers where we achieved the best accuracy through 

the ensemble of subspace discriminant classifiers Ashour et al. [37]. Usually, the multiple-classifier 

methods or the ensemble-based techniques are more desirable compared to their single-classifier 

counterparts as they reduce the poor selection possibility. The ensemble classifier combines a set of 

classifiers that might produce superior classification performance compared to individual classifier. 

Trained features from SAE are used for classification through the ESD Learner. The subspace 

discriminant method uses an ensemble of 30 weak learners. The ESD classifier uses discriminant learners 

as a base classifier. ESD Learner takes predictions from weak discriminant learners and then makes a 

strong predictor. Predictions that are obtained from weak classifiers are merged and lead to better 

classification outcomes. This method uses cross-validation evaluates model’s prediction performance. It 

helps to solve overfitting problems. Each cross-validation involves randomly portioning the data into a 

training and testing set. To make the ESD classifier more reliable, 5-fold cross-validation is used. In every 

fold, 20% of the data is available for testing and 80% is for training. In 5-fold cross-validation, the model 

is trained and tested five times. Every time it takes different data for training and testing. The estimated 

error is calculated for all the folds and averaged to provide the final error estimation of the model. 

 

4. Experimental Results and Discussion 
 

In this section, we discussed different experiments and results achieved using 1,000 images randomly 

selected from the CASIA database, where 400 images are forged, and 600 images are authentic. These 

images are in JPEG and TIFF formats and contain copy-move and splicing forgeries. The performance 

of authentication method is evaluated through ensemble of subspace discriminant classifiers. Trained 

features from SAE are used for classification through the ESD Learner. The subspace discriminant 

method uses an ensemble of 30 weak learners, where the Ensemble Subspace classifier uses discriminant 

learners as a base classifier. The ESD Learner takes predictions from weak discriminant learners and then 

makes a strong predictor. Predictions that are obtained from weak classifiers are merged and lead to better 

classification outcomes. Accuracy, precision, and fallout are used as the performance evaluation 

measures and for comparison with the existing approaches. The accuracy value tells us how precisely our 

model predicts correct observations to the total observations and the value of precision tells us how 

correctly our model predicts positive observations to the total observations. To measure the performance 

of experiments, the proposed model is evaluated with different layers SAE. The first experiment uses two 

autoencoders with multiple hidden layers and second experiment uses three autoencoders with multiple 

hidden layers. The autoencoders of both experiments are trained up to 1,500 epochs, where the 

experiments show that the loss performance graphs of autoencoders move smoothly towards zero without 

going into overfitting issue. The following assumptions are considered during the evaluation. 

  

𝐴𝑐𝑐𝑢𝑟𝑎𝑐𝑦 =
TP + TN

TP + FP + TN + FN
 



Human-centric Computing and Information Sciences                                                                                                                          Page 9 / 17 

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 =
TP

TP + FP
 

𝐹𝑎𝑙𝑙𝑜𝑢𝑡 =
FP

FP + TN
 

 

True positives (TP): If the image is authentic and model predicts it as authentic.  

True negatives (TN): If the image is forged and the model predicts it as forged. 

False positives (FP): If the image is forged, but the model predicts it as authentic. 

False negatives (FN): If the image is authentic, but the model predicts it as forged. 

 

4.1 Datasets 

 

CASIA version 1.0 and 2.0 datasets are used for evaluation of the proposed method. They are very 

common and complex datasets for forgery detection, which contain copy-move and splicing forged 

images. The CASIA dataset version 1.0 contains 1,721 color images in JPEG format, among which 800 

images are authentic, and 921 images are forged. These images are of size 384×256 pixels. The forgery 

part includes resizing and rotation. The CASIA version 2.0 dataset is tougher, which includes 7,491 

authentic images and 5,123 forged images. The size of these images varies from 240×160 to 900×600. 

Their image formats are JPEG, BMP, and TIFF. 

 

4.2 Experiments with Two Layers SAE 

 

The structure of two layers SAE is shown in Fig. 2. It takes 1,000-dimensional input features that are 

processed via 600 hidden units of the first encoder, then feeds 600-dimensional input to the second 

autoencoder, which is extracted from the first autoencoder. The second encoder outputs 300-dimensional 

features vector, which is, then used for classification. 

 

 

Fig. 2. Two layers stacked autoencoder architecture used for 

 squeezing high-dimensional feature to low dimensions 

 

The proposed SAE is trained for 1,500 epochs to minimize the reconstruction error (squared error), 

often referred to as the loss. The mean squared error (MSE) along with L2 weight regularization and 

sparsity regularization is applied as a loss function. The L2 weights regularization helps to reduce 

overfitting trouble and retains the weights of the model small. This technique reduces overfitting and 

leads to quicker optimization of the model and improves overall performance. Due to overfitting the 

model tries to memorize the examples in the training data without understanding the concept and at the 

stage of testing it will fail to learn the real concept. So, the overfitting issue is resolved by utilizing the 

L2 weights regularization. The sparsity regularization is concentrated on choosing input variables that 

best define the output. The sparsity regularization is used along with a sigma value of 4. It shows that 

every feature (neuron) in the deep layer gets a regular output of 4 on the training examples. Sparsity 

proportion mentions the proportion of the number of zero features to the amount of all features in the 
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matrix. In sparsity proportion if you import data then it means how many zeros (how much proportion) 

are for the weights. The sparsity proportion value is set to 0.1, that is suitable in this case. Workflow of 

experiments with two layers SAE is given in Fig. 3(a). 

 

 

 
(a) (b) 

Fig. 3. Working flow of two ablation studies: (a) two layers autoencoder 

and (b) three layers autoencoder. 

 

4.3 Performance of Two Layers SAE for JPEG and TIFF Images 

 

Performance graphs after the training of 1st and 2nd autoencoders for JPEG and TIFF images using 

AlexNet at the backend are shown in Fig. 4(a) and 4(c). It can be observed that errors are reduced in both 

graphs effectively. For JPEG images, the error is reduced between 10-1 and 10-2 at epoch 801, which is 

recorded 0.018452 for the last training epoch. Similarly, for TIFF images, the error is reduced between 

10-1 and 10-2 at 843 epochs. It can be observed in Fig. 4(c), the error is 0.017984 for the last autoencoder 

of SAE of the training phase for TIFF images using AlexNet at the backend. 

Performance graphs after the training of first and second autoencoders for JPEG and TIFF images 

using VGG16 at backend are shown in Fig. 4(b) and 4(d). For JPEG images, the error is reduced between 

10-1 and 10-2 at epoch 421, which is recorded 0.016136 for the last training epoch. Similarly, for TIFF 

images, the error is reduced between 10-1 and 10-2 at 1,061 epochs. It can be observed in Fig. 4(d), the 

error is 0.015586 for the last autoencoder of SAE of the training phase. 

 

4.4 Experiments with Three Layers SAE 

 

The experiments with the three autoencoders are also performed with 1,500 iteration of training. Fig. 

5 shows the three autoencoders stacked with 1,000 input features and 600 hidden layers of the first 

encoder then second autoencoder takes inputs from the first autoencoder and uses 600 features, extracted 

from 1st autoencoder as an input. The third autoencoder takes 300 input features from second 
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autoencoder. The third encoder has 100 hidden units, which produce the trained features that are finally 

used for classification. The autoencoders are trained to minimize reconstruction error (squared error), 

often referred to as a loss. The MSE along with L2 weight regularization and sparsity regularization is 

applied as a loss function, which is used for fine-tuning and weights. The workflow of experiments with 

three layers SAE with AlexNet and VGG16 is shown in Fig. 3(b). 

 

 
(a) (b) 

 
(c) (d) 

Fig. 4. (a, b) present performance graphs of two layers SAE for JPEG images using AlexNet and 

VGG16 at the backend. (c, d) present performance graph of two layers SAE for TIFF images using 

AlexNet and VGG16 at the backend. 

 

 

Fig. 5. Three layers stacked autoencoder architecture used for  

squeezing high-dimensional feature to low dimensions. 

 

4.5 Performance of Three Layers SAE for JPEG and TIFF Images 

 

Performance graphs after the training of 1st, 2nd, and 3rd autoencoder for JPEG and TIFF images using 

AlexNet at the backend are shown in Fig. 6(a) and 6(c). It can be observed that error is reduced in both 

graphs effectively. For JPEG images, the error is reduced between 10-3 and 10-4 at epoch 739, which is 
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recorded 0.00092761 for the last training epoch. Similarly, for TIFF images, the error is reduced between 

10-3 and 10-4 at 1,200 epochs. It can be observed in Fig. 6(c), the error is reduced up to 0.00091571 for 

the last autoencoder of SAE of the training phase for TIFF images using AlexNet at the backend.  

Performance graphs after the training of 1st, 2nd, and 3rd autoencoders for JPEG and TIFF images 

using VGG16 at backend are shown in Fig. 6(b) and 6(d). It can be observed that error is reduced in both 

graphs effectively. For JPEG images, the error is reduced between 10-3 and 10-4 at epoch 719, which is 

recorded 0.00087222 for the last training epoch. Similarly, for TIFF images, the error is reduced between 

10-3 and 10-4 at 1,083 epochs. It can be observed in Fig. 6(d), the error is reduced to 0.00065517 for the 

last autoencoder of SAE of the training phase for TIFF images using VGG16 at backend. 

 

 
(a) (b) 

 
(c) (d) 

Fig. 6. (a, b) present performance graph of three layers SAE for JPEG images using AlexNet and 

 VGG16 at the backend. (c, d) present performance graph of three layers SAE for TIFF images using 

AlexNet and VGG16 at the backend. 

 

4.6 Discussion and Comparison with State-of-the-Art 

 

This section demonstrates the results of test sets from the datasets, that are achieved through proposed 

trained models. Some of the test queries for JPEG and TIFF compression formats are shown in Fig. 7 

along with ground truth and predicted class using the proposed model. 

Table 2 shows the performance accuracy, precision, and fallout scores achieved for JPEG and TIFF 

image formats using the proposed technique with two layers SAE and three layers SAE, respectivly. High 

values of accuracy and precision show the better performance of classifier. The lower fallout indicates 

more precise results, which is very low for the proposed method. Among all the experiments the results 
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with two layers autoencoders and AlexNet features are dominant over all architectures, where accuracy 

and precision values are high and fallout is low. Table 3 shows the comparison between previous works 

and proposed method, where the proposed method has achieved 3% increase in JPEG and 2% in TIFF 

image compression formats.  

 
 

 

Fig. 7. Results achieved using the proposed method for JPEG and TIFF compressed images. 

 

Table 2. The results achieved for experiments with two layers SAE and three layers SAE (unit: %) 

Backbone 

model 

Image 

compression  

Two layers SAE Three layers SAE 

Accuracy Precision Fallout Accuracy Precision Fallout 

AlexNet JPEG 95.9 95.2 7.2 94.3 94.4 8.5 

TIFF 93.3 92.7 11.2 92.5 92.5 11.5 

VGG16 JPEG 95.2 94.9 7.7 93.7 93.8 9.5 

TIFF 92.1 93.2 10.2 91.5 92.7 11.0 
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Table 3. Comparison with state-of-the-art techniques 

Method 
Accuracy (%) 

JPEG TIFF 

Zhang et al. [3] 87.51 81.91 

Bianchi and Piva [8] 40.84 - 

Thing et al. [12] 79.72 - 

Liu and Pun [38] 73.20 

Li et al. [39] 92.38 

He et al. [40] 89.76 

Proposed method 95.90 93.30 

 

5. Conclusion 
 

Forgery detection is one of the challenging problems in the digital image era. The mainstream 

techniques for digital image forgery detection have two main limitations: accuracy/robustness for both 

JPEG and TIFF image formats and time complexity. Some methods are not very accurate to both copy-

move forgery and spliced images, and most of the work focused only on JPEG image formats. Digital 

image forgery detection tools should not be limited to any image format and specific forgery. It should 

also be able to detect the tempered regions on other formats like JPEG and TIFF images. Recently, deep 

learning has shown substantial progress in different image processing fields. In this paper, we proposed 

a deep learning-based image forgery detection using multiple structures SAE and deep features extracted 

from pre-trained CNN networks including AlexNet and VGG16 models. The results with two 

autoencoders and AlexNet features are dominant over all other architectures; it achieved 95.9% accuracy 

for JPEG images and 93.3% for TIFF images. The reason we concluded is that, if the autoencoder is 

deeper then it alters the visual features, and the original representations get it wrong. Secondly, the 

AlexNet uses a different size of filters which extract local and global representations in image as 

compared to VGG16, which applies small filters throughout its network. Finally, for forged and authentic 

classification it achieved better performance using the ESD. Furthermore, our approach resolved the time 

complexity issue, and we only performed the classification task, which can be extended to localize forged 

locations in the image and achieve less fallout value which is also the main issue in image forgery 

detection. 
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