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Abstract
With the increasing number and variety of Internet of Things (IoT) devices supporting a wide range of services
such as smart homes, smart transportation, and smart factories in smart cities, malware carrying various
cybersecurity threats are rapidly increasing in terms of type and number. To protect IoT devices from
cyberattacks, studies on malware detection using artificial intelligence are being conducted. However, with the
emergence of IoT malware and their various evasion techniques, the probability of falsely detecting malware
as benign is also increasing. In this study, we propose a two-stage hybrid malware detection (2-MaD) scheme
for the protection of IoT devices from obfuscated malware in a smart city setting. The 2-MaD consists of two
stages of IoT malware detection. First, after performing static analysis, the opcode is extracted, and using the
learned information through a bidirectional long short-term memory model, benign files are detected. In the
next stage, a dynamic analysis is performed on files classified as benign in a nested virtual environment. After
extracting information on behavior and process memory from the behavior log based on system changes,
malware can be detected through the trained EfficientNet-B3 model.
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1. Introduction
To address urban problems—such as disasters, crime, and traffic congestion—smart cities have fused
a variety of industries and services—such as public services, transportation, and energy—to provide
integrated services. Many different smart Internet of Things (IoT) devices are important components of
these smart cities and the integrated services they offer. IoT devices provide useful data by collecting and
storing a variety of information generated within a smart city [1, 2]. As the number of IoT devices
connected to the network increases, cyberattacks against smart cities have also increased in scale and
complexity [3–6]. When IoT devices are infected with malware due to distributed denial of service
attacks, not only is sensitive information leaked, but the smart city is also subjected to large-scale
cybersecurity threats [7, 8].
In traditional methods, malicious attacks are detected by monitoring a small number of IoT devices
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through a security operation center (SOC) [9, 10]. However, it is difficult to protect the myriads of IoT
devices from advanced cyberattacks using conventional security methods [11, 12]. To address such
limitations, various studies have been conducted on the automatic detection of malware using artificial
intelligence (AI) techniques [13–15].
However, malware authors evade these detection techniques by rapidly generating various types of
malware using code injection and packing techniques [16, 17]. With an alarming rate of increase in
obfuscated malware—such as malware with behavior similar to that of a benign file—accurate detection
of malware has become more challenging [18, 19].
Consequently, this study proposes a two-stage hybrid malware detection (2-MaD) scheme in which
files classified as benign in Stage 1 are re-examined in Stage 2 to achieve a low false negative rate (FNR).
After performing static analysis on the overall file structure in Stage 1, the opcode is extracted, and benign
files are detected using the bidirectional long short-term memory (Bi-LSTM) model. Dynamic analysis
is performed in Stage 2 on the datasets classified as benign in Stage 1, and various features are extracted
from the monitored behavior. After transforming the extracted process memory and behavior features
into a three-dimensional tensor, malware is detected using the EfficientNet-B3 model.
The 2-MaD aims to increase the accuracy of malware detection by reducing the malware false detection
rate. In addition, to improve the learning and detection performance of the EfficientNet-B3 model,
various behavioral features are extracted and utilized from the system log generated through dynamic
analysis. The proposed 2-MaD scheme protects various IoT devices in a smart city from malicious threats.
The remainder of this paper is organized as follows. Section 2 reviews previous studies related to
malware detection. Section 3 describes the proposed 2-MaD scheme, whereas Section 4 discusses the
implementation of the 2-MaD model. Section 5 presents the performance evaluation results of the 2-MaD
model.

2. Related Work
Various studies have been conducted to protect devices connected to the Internet from the intrusion of
malware. Research on static analysis—which is a representative malware analysis technique—identifies
malware patterns without executing files and source code [20–24]. However, this static analysis is unable
to detect obfuscated malware or malware with unknown patterns. Conversely, malware detection
techniques using dynamic analysis can detect obfuscated or unknown malware by analyzing real-time
behavior via recording system changes through the actual execution of the files [25–29]. Hybrid analysis,
another malware analysis technique, can accurately detect malware by performing both static and
dynamic analyses; this method is used in a wide range of cybersecurity studies [30–33].
In this section, we describe representative previous studies that analyze features of malware through
static analysis, dynamic analysis, and hybrid analysis, and perform automatic malware detection using
AI techniques.

2.1 Static Malware Detection
Zhang et al. [23] proposed a deep learning-based malware detection framework for the classification
of eight types of ransomware. To reduce the dimensionality of the opcode sequences used as features,
term frequency-inverse document frequency (TF-IDF) was applied to perform filtering. After opcode
sequence was divided into several patches, a self-attention convolutional neural network (SA-CNN)
model was trained using these patches. Finally, to analyze the relationship between opcode sequences
and classify the ransomware, a directional self-attention network (Di-SAN) model was used.
Santos et al. [24] proposed a malware detection method based on the frequency of the opcode sequence.
Noise was removed by assigning weights based on the dependency between the opcode sequences
measured using mutual information techniques. The calculated opcode sequence frequency vectors were
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used for training data mining algorithms such as the decision tree (DT), support vector machine (SVM),
k-nearest neighbor (KNN), and Bayesian network for malware detection.

2.2 Dynamic Malware Detection
Devesa et al. [28] proposed an automated malware detection system based on emulation and simulation
for malware behavior analysis. In their proposed system, an application programming interface (API)
calls for the registry; files and memory were extracted through dynamic analysis in the sandbox, then
transformed to binary vectors, after which malware detection was performed using naïve Bayes (NB),
random forest (RF), J48, and sequential minimal optimization (SMO) techniques.
Jeon et al. [29] proposed a decreasing additive-increase/multiplicative-decrease (DAIMD) model for
the detection of new and variant IoT malware. By performing dynamic analysis in a cloud-based nested
virtual environment, behaviors such as network, process, memory, and virtual file system behaviors were
extracted as features and converted into images. The generated images were used to train a CNN model
for the detection of IoT malware.

2.3 Hybrid Malware Detection
Darabian et al. [32] proposed a method for detecting cryptomining malware through hybrid analysis.
Using opcode extracted from static analysis and system calls generated from dynamic analysis, LSTM,
attention-based LSTM (ATT-LSTM), and CNN models—which are deep learning techniques—were
trained for the detection of cryptomining malware.
Santos et al. [33] proposed using OPEM for unknown malware detection based on a hybrid approach.
OPEM extracted opcode sequences of a fixed length through static analysis and then generated frequency
vectors. In addition, execution traces—such as operation and system calls extracted through dynamic
analysis—were transformed into binary vectors. KNN, DT, SVM, NB, and Bayesian networks were
trained using these vectors for malware detection.
The 2-MaD scheme proposed in this study performs dynamic analysis on files classified as benign
through malware detection based on static analysis to perform the final malware detection. By performing
hybrid analysis in two stages, the detection rate of IoT malware that is incorrectly classified as benign
significantly increases.
Table 1. Comparison between conventional malware detection methods and the proposed 2-MaD scheme
Related works

Analysis technology

Feature

AI technology

Zhang et al. [23]

Static analysis

Opcode

SA-CNN, Di-SAN

Santos et al. [24]

Static analysis

Opcode

DT, SVM, KNN, Bayesian network

Devesa et al. [28]

Dynamic analysis

API calls

NB, RF, J48, SMO

Jeon et al. [29]

Dynamic analysis

Network, process, virtual file

ZFNet

system, memory, system calls
Darabian et al. [32]

Hybrid analysis

Opcode, system call events

LSTM, ATT-LSTM, CNN

Santos et al. [33]

Hybrid analysis

Opcode, execution trace

KNN, DT, SVM, NB, Bayesian

2-MaD

Hybrid analysis

Opcode, API calls, process

Bi-LSTM, EfficientNet-B3

network
memory

Table 1 compares the conventional methods of malware detection using AI techniques with the 2-MaD
scheme proposed in this study. The malware analysis technology used to understand the structure and
characteristics of malware, the features representing malware behavior, and the AI techniques used to
classify malware and benign files are presented for comparison.
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3. 2-MaD Scheme
This study proposes a 2-MaD scheme that detects IoT malware with high accuracy by performing
malware detection based on hybrid analysis to lower the probability of misclassification of malware as
benign. Fig. 1 shows the overall 2-MaD scheme.
The 2-MaD scheme is divided into Stage 1, in which malware detection is performed using static
analysis, and Stage 2, in which malware detection is performed using dynamic analysis. The datasets
used for IoT malware detection in Stage 2 are composed of files classified as benign in Stage 1.

Fig. 1. Two-stage hybrid malware detection (2-MaD) scheme.

3.1 Stage 1: Static Malware Detection
Stage 1 consists of feature extraction, feature vectorization, feature selection, and classification for
analysis and training of the overall structure of the file.

3.1.1 Feature extraction
In feature extraction, the opcode sequences representing the operation are extracted by performing a
disassembly of the files. The generated opcode sequences are used as features to distinguish benign files
from malware.
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3.1.2 Feature vectorization
In feature vectorization, features composed of a string are transformed into a vector through an
embedding process to be used in the training of a deep learning model. When the one hot encoding
method—an embedding technique—is used, the dimensionality of the vector increases rapidly, causing
memory overflow. Consequently, in this study, word embedding is performed using the FastText method
developed by Facebook [34], and a vector with an embedding size is created for each opcode.
3.1.3 Feature selection and classification
The vectors obtained by the feature vectorization process are used for training the Bi-LSTM model to
perform feature selection and classification. Various AI techniques can be used to perform the feature
selection process and filter unnecessary information from the opcode sequence. However, in this study,
features are selected and learned through the Bi-LSTM model in order to consider both the meaning and
association of the sequence IoT malware detection. The Bi-LSTM model minimizes data loss by bilateral
analysis of the sequence, thus improving the malware detection accuracy [35].

3.2 Stage 2: Dynamic Malware Detection
With a higher ratio of classifying true malware as benign in Stage 1, the probability of malicious attacks
on IoT devices increases. Consequently, Stage 2 detection is performed to protect IoT devices from cyber
threats. Stage 2 consists of feature extraction, feature tensorization, feature selection and classification,
whereby the real-time behaviors of files executed in a virtual environment are analyzed, and training is
performed using these behaviors.

3.2.1 Feature extraction
In feature extraction, a file is first executed in a Cuckoo Sandbox, after which dynamic analysis is
performed to monitor system changes and record log data. To understand the primary malware behavior,
logs of process memory and behavior are extracted as features from the log data. In terms of process
memory, region information when a process is loaded into memory for file execution is recorded, and in
terms of behavior, information from the analysis of the behavior of the file in real time through API
function calls is described. Table 2 lists the types and compositions of these features.
Table 2. Types and composition of features extracted from the log of the Cuckoo Sandbox
Type
Process memory

Behavior

Composition
Protect
Type
Size
Category
API calls

Description
Permission for reading/writing
Process ID
Memory size
Category where the API is used
Function used in the execution of the file

3.2.2 Feature tensorization
In feature tensorization, vectorization is performed for two types of features, which are then
transformed into three-dimensional (3D) tensors. First, in order to derive a vector, the protection, type,
and size of process memory and the category and frequency for each API call in behavior are calculated.
To scale the frequency for each feature—currently distributed over a wide range, between 0.1 and 1—
min-max normalization is applied, calculated as shown in Equation (1). In this case, assuming that the
normalization is applied based on a specific item, 𝑓𝑟𝑒𝑞𝑖 represents the i-th frequency, 𝑓𝑟𝑒𝑞𝑚𝑖𝑛 , and
𝑓𝑟𝑒𝑞𝑚𝑎𝑥 represent the minimum and maximum values of the frequency, respectively, and 𝑉𝑖 indicates
the vector values scaled within a set range.
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𝑉𝑖 = 0.9 ×

𝑓𝑟𝑒𝑞𝑖 −𝑓𝑟𝑒𝑞𝑚𝑖𝑛
𝑓𝑟𝑒𝑞𝑚𝑎𝑥 −𝑓𝑟𝑒𝑞𝑚𝑖𝑛

+ 0.1

(1)

When one-dimensional embedding is applied to transformed vectors, information loss occurs because
all vectors cannot be used. Therefore, in this study, in order to use vectors of a large size as inputs to the
deep learning models, a 3D tensor is created with process memory as the first tensor, and category and
API calls in behavior as the second and third tensors, respectively.

3.2.3 Feature selection and classification
In feature selection and classification, representative features are selected from the 3D tensor and
learned through deep learning models to detect IoT malware. To remove unnecessary features in the
tensor, dimension reduction is performed through the EfficientNet-B3 model, which is a CNN technique.
EfficientNet-B3 is a model that extracts meaningful features by adjusting the balance between the depth,
width, and resolution of a network. The training results for the ImageNet datasets have been reported to
be excellent [36].

4. 2-MaD Implementation
To detect malware that attacks IoT devices in a smart city, 2-MaD was constructed in a computing
environment built on an Intel Core i7-9700K and GeForce RTX 3090 platform. To prevent device
infection during the feature extraction process using dynamic analysis in Stage 2, the virtual environment
was nested by setting Linux 18.04 as the guest OS and Windows 7 as the nested guest OS. In addition,
only the portable executable (PE) file format from KISA-datachallenge2019-Malwares.04, provided by
the Korea Internet & Security Agency (KISA), was used for the 2-MaD datasets.

4.1 Stage 1: Static Malware Detection
In Stage 1, a malware detection model based on a static analysis was used. Out of a total of 31,272
datasets, 25,016 were used as training datasets and 3,128 as validation and test datasets, respectively, to
construct the Bi-LSTM model.

4.1.1 Feature extraction
For feature extraction, opcode sequences were extracted using Pydasm, a Python-based disassembler.
To improve performance, the same continuous opcodes were removed, and opcodes such as mov dword
and push dword were used without including spaces. In addition, files without extracted opcode were
excluded from the dataset.
4.1.2 Feature vectorization
Fig. 2 shows the distribution of the opcode sequence lengths extracted for each file. The opcode
sequence length of approximately 60% of all files was less than 600; files with other lengths were few in
number and scattered over a wide range. As the length of the opcode sequence increases, a memory
overflow occurs in the training process; thus, in this study, the maximum length of the opcode sequence
was limited to 600. Word embedding was performed using a word vocabulary composed of 1,739
opcodes in total. The generated vectors had a size of 100 and were used as inputs to the Bi-LSTM model.

Human-centric Computing and Information Sciences

Page 7 / 14

Fig. 2. Distribution of opcode sequence lengths extracted from each file.

4.1.3 Feature selection and classification
The Bi-LSTM model for feature selection and classification has the architecture outlined in Table 3,
and training, validation, and tests were performed with the model.
The Adam optimizer was used for model optimization; the learning rate was set to 0.001; the batch size
was set to 32; and training was performed for a total of 100 epochs. To validate the performance of the
constructed model, the validation accuracy measured in epoch 15, which had the lowest validation loss
value of 0.1545, was 93.80%. In addition, the test accuracy was 93.89%.
Table 3. Architecture of the Bi-LSTM model used in feature selection and classification
Layer (type)
Embedding
Bidirectional 1
Bidirectional 2
Dense 1
Dense 2
Dense 3

Output shape

Number of parameters

(None, 600, 100)
(None, 600, 256)
(None, 128)
(None, 64)
(None, 32)
(None, 1)

174,000
234,496
164,352
8,256
2,080
33

4.2 Stage 2: Dynamic Malware Detection
To perform dynamic malware detection, among 37,216 datasets, 31,310 were used as training datasets
and 4,476 were used as validation datasets. In addition, a total of 1,475 files classified as benign in Stage
1 were used as test datasets to implement the EfficientNet-B3 model.

4.2.1 Feature extraction
For feature extraction, a file was executed for up to 120 seconds in a virtual environment, and then a report
was created on real-time behavior using the Cuckoo Sandbox. The report was composed of various data on
system changes. In this study, only the information on process memory and behavior was extracted as
features.
Table 4. Calculated frequency by item in dynamic features
Type
Process memory

Composition
Protect

Name

Frequency

RW

26,058,975
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Type

Behavior

Composition

Name
R

Frequency
25,629,594

PID

⋮
131072
16777216
⋮

⋮
3,876
14,619,662
52,719,212
⋮

Size

657319493
4096
65536

1
29,921,880
2,139,215

⋮

⋮

Category

16699392
System
Exception

1
348,896,842
591,779

API calls

⋮
Network
NtClose
SetFilePointer
⋮

⋮
64,014,468
81,483,423
52,079,566
⋮

timeGetTime

2,134,511

Table 5. Architecture of EfficientNet-B3 model used in feature selection and classification
Layer
Conv 3×3
MBConvBlock

Conv 1×1
Dropout
Dense (output)

Input channel

Output channel

Kernel size

Stride

Expand ratio

SE ratio

32
16
16
24
24
40
40
40
80
80
80
112
112
112
112
192
-

16
24
24
40
40
80
80
80
112
112
112
192
192
192
192
320
-

3
3
3
5
5
3
3
3
5
5
5
5
5
5
5
3
-

1
2
2
2
2
2
2
2
1
1
1
2
2
2
2
1
-

1
6
6
6
6
6
6
6
6
6
6
6
6
6
6
6
-

0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
0.25
-

4.2.2 Feature tensorization
To perform tensorization by transforming features in a string format into a real number format, the
frequency count for each item was first calculated. Table 4 lists the frequency of each item.
After constructing a dictionary using the name and frequency of each item as a key and value,
respectively, the values were normalized to a value between 0.1–1. In addition, a 3D tensor of 3×448×448
was created by mapping the dictionary to the process memory and behavior features of the file.
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4.2.3 Feature selection and classification
In feature selection and classification, training, validation, and tests were performed using the
EfficientNet-B3 model. Table 5 shows the layers and hyperparameters used in it.
The Adam optimizer was used to determine the weights optimized for the model. The learning rate was
set to 0.001, the batch size was set to 32, and training was performed for a total of 30 epochs. When
validation was performed on the constructed model, the validation loss was the lowest (0.2600) at 27
epochs, and the validation accuracy was 89.23%. In addition, as a result of performing a test on the
validated model, the test accuracy was 94.98%.

Fig. 3. Performance comparison of static malware detection using the Bi-LSTM model.
(a)–(b) Training and validation accuracy of the model with the number of cells 128–128. (c)–(d)
Training and validation accuracy of a model with the number of cells 256–128. (e)–(f) Training and
validation accuracy of a model with the number of cells 256–256.

5. Performance Evaluation
An evaluation was performed to determine whether the 2-MaD scheme proposed in this study was
capable of accurately detecting IoT malware with a low false detection rate by performing static and
dynamic analyses for each applicable stage. The FNR and accuracy were used as performance indicators.
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As shown in Equations (2) and (3), the results are represented as true positive (TP), false positive (FP),
true negative (TN), and false negative (FN). FNR indicates the probability of misdetection of malware as
benign, and accuracy indicates the rate of accurately detecting malware and benign files.
𝐹𝑁𝑅 =
Accuracy =

𝐹𝑁

(2)

𝑇𝑃+𝐹𝑁
TP+TN

(3)

TP+TN+FP+FN

Fig. 3 shows the accuracy when training and validation are performed under various settings on the
architecture of the Bi-LSTM model and the size of the embedding vector. When two hidden layer cells
were set differently, as the number of cells in the hidden layer increased, the accuracy increased at lower
epochs.
Table 6 shows the test accuracy and FNR of static malware detection with different settings of the
embedding model, embedding vector size, and number of cells in the hidden layer. To test the
performance of the model using the word embedding method, FastText, Word2Vec [37]—developed by
Google—was used for comparison. In Table 6, the accuracy of detecting IoT malware using FastText
can be seen to be consistently higher than that obtained using WordVec. In addition, the test accuracy
was the highest (93.89%) when the number of cells of hidden layers 1 and 2 was 256 and 128,
respectively, and the size of the embedding vector was 100.
Table 6. Various architectures of the Bi-LSTM model and performance comparison based on the
embedding model
Number of cells in

Number of cells in

Embedding

hidden layer 1

hidden layer 2

vector size

128

128

100
200
300

256

128

100
200
300

256

256

100
200
300

Embedding model

Accuracy (%)

FNR

Word2Vec

93.48

0.049

FastText

93.54

0.062

Word2Vec

93.16

0.056

FastText

93.73

0.058

Word2Vec

93.41

0.052

FastText

93.57

0.064

Word2Vec

93.09

0.058

FastText

93.89

0.062

Word2Vec

92.97

0.061

FastText

93.64

0.060

Word2Vec

93.35

0.064

FastText

93.61

0.064

Word2Vec

93.00

0.067

FastText

93.25

0.065

Word2Vec

93.22

0.053

FastText

93.45

0.059

Word2Vec

92.49

0.057

FastText

93.64

0.069

Fig. 4 shows the training and validation results of dynamic malware detection using various CNN
models and tensor sizes. To evaluate the performance of dynamic malware detection using the
EfficientNet-B3 model, ResNet-50 [38] and ResNeXt-50 [39] models were used for comparison. Overall,
the EfficientNet-B3 model showed higher training accuracy than the other two models, but the validation
accuracy for the three CNN models was lower than the training accuracy due to overfitting. In addition,
the validation accuracy of the EfficientNet-B3 model was higher than that of other models when the
tensor size was 3×448×448, but the validation accuracy was lower when the tensor size was 3×224×224
and 3×336×336.
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Fig. 4. Performance comparison of dynamic malware detection using various CNN models.
(a)–(b) Training and validation accuracy with tensor size 3×224×224. (c)–(d) Training and validation
accuracy with tensor size 3×336×336. (e)–(f) Training and validation accuracy with tensor size
3×448×448.
Table 7 compares the test accuracy and FNR of dynamic malware detection measured using three
different types of CNN models and tensor sizes. The accuracy was measured to be the highest (94.98%)
with IoT malware detection using the EfficientNet-B3 model with tensor size 3×448×448.
Table 7. Various CNN models and performance comparison with tensor size
CNN model
ResNet-50

ResNeXt-50

EfficientNet-B3

Tensor size

Accuracy (%)

FNR

3 × 244 × 244

93.70

0.059

3 × 336 × 336

94.57

0.060

3 × 448 × 448

94.12

0.059

3 × 244 × 244

94.09

0.065

3 × 336 × 336

93.77

0.069

3 × 448 × 448

94.73

0.062

3 × 244 × 244

93.60

0.083

3 × 336 × 336

93.32

0.089

3 × 448 × 448

94.98

0.062
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Table 8. Performance comparison between static analysis, dynamic analysis and 2-MaD
Malware detection model
Static analysis
Dynamic analysis
2-MaD

Accuracy (%)

FNR

93.89
94.98
94.46

0.053
0.062
0.019

Table 8 outlines the test accuracy and FNR of the conventional malware detection model based on
static and dynamic analyses, respectively, and the IoT malware detection performance of the 2-MaD
model proposed in this study. When using the 2-MaD scheme, the accuracy was 94.46%, indicating a
more accurate detection of obfuscated malware compared to the malware detection performance based
on static analysis. Furthermore, the detection accuracy of 2-MaD was lower than that of the malware
detection performance using dynamic analysis, but in this case, the FNR was only 0.019, indicating that
the probability of incorrect classification of malware as benign files was extremely low.

6. Conclusion
To protect various IoT devices used in smart cities from advanced cyberattacks, a 2-MaD scheme that
performs malware detection in two stages was proposed. 2-MaD performed dynamic analysis on files
classified as benign from malware detection based on static analysis so that malware misclassified as
benign could be detected in the second stage. The performance evaluation for 2-MaD showed that the
detection accuracy was 94.46%, which was higher than that of the malware detection based on static
analysis. Conversely, the accuracy of malware detection based on dynamic analysis was 94.98%, higher
than that of 2-MaD, but the false detection rate of 2-MAD was significantly lower than that of dynamic
analysis with an FNR of 0.019 for 2-MaD compared to 0.062 for dynamic analysis.
In this study, the 2-MaD model has resulted in loss of features due to the fixed size of the features
generated through dynamic analysis in consideration of the computational performance. Therefore, in
order to prevent such problem, a feature selection technique that uses weights calculated from TF-IDF
and hashing will be further investigated. In addition, we aim to develop a method for reducing the time
required for the feature extraction process in Stage 2.
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