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Abstract
The Internet of Things (IoT) is a system of interrelated smart devices that share sensing data over networks.
Heterogeneous data are collected, shared, and analyzed through the interconnection of massive physical
devices. The analytical interaction between a series of IoT devices enables smarter decisions regarding the
development of autonomous services. However, the scalability is essential to support the ever-growing number
of connected computing devices. As the current IoT networks are centralized, the adoption of distributed peerto-peer (P2P) networking could be a key solution to build successful decentralized blockchain-based IoT
platforms. Therefore, this study attempts to characterize IoT networks in order to compare network
performance under a variety of network conditions. In this paper, decentralized P2P computing is compared
with the most commonly used centralized protocols, such as publish/subscribe and request/reply, within
constrained IoT environments. First, cost modeling of network protocols is proposed to analyze the basic
network performance. Moreover, the paper discusses a comparative analysis with push, pull, and P2P-based
IoT data transmission approaches. The main purpose of the experiment is to identify the key factors that
influence various IoT networks by comparing latency and availability generated by the request message. The
results of the performance comparison show that the decentralized P2P-based approach has more key
advantages than centralized networking in various performance metrics.
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1. Introduction
The Internet of Things (IoT) consists of massive smart devices that are connected to the Internet for
the purpose of sensing the physical world and sharing data in the digital world [1–3]. Real-time
computational interaction with multiple things connected over networks is required to control
automatically remote shared devices and systems. However, as the number of connected IoT devices
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grows, the amount of data and semantics generated by these devices is also growing constantly. In
addition, IoT environments require lightweight sensing and communication protocols for resourceconstrained devices. In a topic-based publish/subscribe manner, the data collected from physical devices
are directed to central servers in order to support low bandwidth and high latency. In request/reply
communications, all of the data are broadcast to servers in order to provide reliable security and allow
resource observation [3]. The current IoT networks based on the centralized cloud need to be changed to
reduce operational costs for the purposes of validation, computation, and storage. IoT networks must be
re-designed to adopt distributed peer-to-peer (P2P) computing for processing the huge amounts of data
[4]. P2P network is a distributed protocol for IoT networking in which there is no central server. The
trustless P2P messaging protocols may provide a lightweight mechanism for interaction between devices
on the IoT. A blockchain-based IoT is a key solution that allows untrusted nodes to send the data to
distributed blockchain ledgers in P2P networking [5, 6]. The data can then be securely stored and shared
in a blockchain framework to improve the security and availability of IoT data [7, 8].

Fig. 1. Overall architecture view of an IoT integrated collaboration and access system built on a
blockchain-based distributed cloud.
The utilization of appropriate protocols for IoT collaboration according to the characteristics of various
services and network conditions is crucial. Fig. 1 shows an overall view of the architecture of an IoT
integrated collaboration and access system built on a blockchain-based distributed cloud. This system is
a shared event collaboration model equipped with various IoT resources, in which a mashup framework
integrates data collected from diverse network protocols, such as P2P, message queuing telemetry
transport (MQTT) and constrained application protocol (CoAP), and the streaming server. It is composed
of two major components: the IoT data management system and the mashup framework. The data
management system operates so as to aggregate, process and analyze IoT data for extracting semantic
data with an effective management scheme. The mashup framework shown in Fig. 1 is a basic structure
for integrating collaboration data and activities, large-scale web contents, and sensing information
obtainable from multiple sources. It also has the capability to maintain shared state consistency among
connected things. Through the IoT mashup framework, heterogeneous data are integrated to generate
semantic data and to create autonomous services. A key function of the IoT integrated collaboration and
access system is to provide a generic solution for accessing and controlling the IoT, aggregating various
IoT data, and maximizing the use of various collaborative capabilities by the collaborator. Another of its
functions is to provide a structure for the development and deployment of data integration (mashup)
applications that support the management of heterogeneous data. In addition, how to share and secure
data effectively and efficiently has become one of the key concerns of the blockchain. Blockchain
technologies are utilized to build a secure and reliable data mashup framework among multiple devices
and applications. Based on the architecture of the IoT integrated collaboration system, the main
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contributions of the current research work are as follows:
 This paper proposes cost analysis modeling IoT protocols to analyze the basic network performance
of a decentralized P2P protocol and centralized publish/subscribe and request/reply protocols.
Various performance metrics of IoT protocols, such as latency, usage, availability, and
responsiveness, are analyzed.
 Moreover, this paper introduces a comparative analysis of cost modeling based on push, pull, and
P2P mechanisms. The comparative analysis of IoT protocols aims to identify key factors that
influence network performance under various conditions.
The need for IoT-involved collaboration is presented in the following scenario. Due to the possibility
of intermittent network disconnections when physical things or roaming users move from one place to
another, they may be disconnected from collaboration for arbitrary periods of time. During disconnection,
connected things may generate new objects on a shared application, or some objects on the application
may be removed or transformed. Hence, disconnected things may have inconsistent data compared with
those connected to the collaboration. Smart things can then be used to provide consistent data to
disconnected things for synchronous collaboration. Intelligent customized services are created through
interactions among sensing data, personal log data and activities, and large-scale web contents from
multiple IoT sources over distributed networks.
The remainder of this paper is structured as follows: Section 2 reviews the related works; Section 3
presents the proposed cost analysis modeling on IoT network protocols; Section 4 presents the IoT data
push, pull, and P2P transmission mechanisms and performance comparisons through a parameter
analysis; and, finally, Section 5 presents the conclusion, future research perspectives, and additional
improvements.

2. Related Work
This section presents an overview of various IoT technologies, protocols, and applications issues. The
main elements, such as identification, sensing, interaction, computation, semantics, and services, are
discussed to understand the functionality of the IoT [9–14]. Many previous studies have proposed ways
of discovering, selecting, and composing the services provided by distributed physical objects. For
example, an intelligent home-connected smart sensor for monitoring body conditions has been proposed
to provide healthcare services needed in urgent situations [15]. In addition, Xu et al. [16] introduced an
IoT-based system to collect, integrate, and interoperate IoT data to provide emergency medical services,
while Park et al. [17] introduced a network architecture designed to effectively analyze data gathered
from applications in a smart city environment. Furthermore, mashup technology is becoming a popular
research technique for integrating web contents and providing novel integrated services to end users [18].
However, the issues of data consistency and availability caused by internet disconnection and malicious
attacks may need to be considered. To guarantee data integrity and confidentiality, Kim et al. [19]
proposed a video sharing scheme by storing hash values rather than actual video in the blockchain.
Furthermore, as the number of connected computing devices grows, the operational costs of validation,
computation, and storage may increase exponentially. Also, a novel lightweight secure message exchange
protocol for low-power mobile edge devices has been proposed to achieve a higher degree of security
while maintaining low computational costs [20]. To provide authentication and data integrity, Megouache
et al. [21] introduces a security model used in a distributed, interoperable environment. In addition, Lee
et al. [22] proposes the application of a distributed P2P IoT network architecture to the gateway of a
traditional centralized architecture to prevent data forgery by utilizing blockchain technology. The use of
blockchain technology in the IoT could be a scalable and secure solution for building a decentralized IoT.
Therefore, this paper attempted to analyze cost modeling to characterize each network and to analyze the
differences.
Next, the characteristics of network protocols that are commonly used in IoT environments are
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discussed. First, the P2P protocol enables decentralized collaboration by integrating heterogeneous
networking services. P2P networking is a widely used distributed computing protocol for file sharing and
highly parallel computing, among other things [23]. A peer can request data from other peers and
simultaneously respond to requests from other peers. The distributed and decentralized aspects of the P2P
protocol can help ensure high scalability and low server failure. One study proposed the integration of
heterogeneous SNSs and making global relationships based on the integrated P2P system [24]. Moreover,
a trustworthiness management method was proposed for P2P and social IoT [25].
IoT infrastructures require energy-efficient communication for sharing sensing data. Lightweight
connectivity protocols, such as message queuing telemetry transport (MQTT) and Constrained
Application Protocol (CoAP), are utilized to reduce battery power consumption, bandwidth usage, and
communication latency. The MQTT protocol [26–29] is a topic-based publish/subscribe messaging
protocol with a low message overhead and low battery power. When topic-based data are generated, the
publisher node asynchronously publishes them to the broker. Then, the broker disseminates specific
topic-based data to pre-registered subscribers. Furthermore, the request/reply protocol is a traditional
client–server mechanism. When the client sends a query to devices, the response is sent back to the client
via query processing. CoAP [30–36] is based on a request/reply interaction protocol between endpoints,
allowing representational state transfer (REST) based communications based on HTTP methods, such as
GET, POST, PUT, and DELETE. As a web application protocol, it supports tiny, low message overhead
and low-power embedded sensors for resource-constrained and high-performance devices in the IoT.
In addition, various studies have compared the performance of lightweight protocols considering diverse
network conditions. In a comparative study [37], MQTT was observed to have a better function than CoAP
in persistent message transmission. By contrast, CoAP is appropriate for IoT environments requiring a low
bandwidth and low resource usage. Moreover, research involving performance evaluations of MQTT and
CoAP has been performed [389], the results of which show that CoAP is more reliable for message
transmission when transferring a small volume of messages with a lower packet loss rate.

3. Cost Modeling on IoT Protocols
This study proposes cost modeling for analyzing the network performance of IoT protocols (such as
P2P, publish/subscribe, and request/reply) which are used in the proposed blockchain-involved IoT
collaboration environment. Based on previous analyses [39–43], this study extended the cost analysis
models to analyze the network performance of various IoT protocols. A cost analysis of decentralized
P2P protocols was also performed to compare centralized protocols, such as publish/subscribe and
request/reply protocols. Moreover, the additional conditions of IoT environments were added for
comparison. Table 1 shows the definition of the parameters. The following system parameters are
governed by a Poisson process in the average inter-arrival time. The arrival time of the access request
occurs as a Poisson process because the inter-arrival time of the request is an independent random variable
with an exponential distribution with a pre-known average arrival rate.
Thus, the cost of the three different protocols (P2P, publish/subscribe, and request/reply) was analyzed
in different situations in order to characterize each network and analyze the differences, as shown in
Table 2. Fig. 2 shows diagrams of the three protocols to demonstrate the cost modeling clearly. Multiple
network conditions were considered based on the basic aspects of the three protocols in IoT
environments. Several models were considered as follows: (1) the conceptual total cost per unit time for
each model; (2) the cost for each access by the client (or subscriber or client-side peer); (3) the average
server’s service (processing) time per unit time interval considering the number of replicas (sever-side
peers); (4) the waiting time in the server (based on queueing theory, M/D/1, and M/D/c); (5) the time
delay between the client’s (or subscriber’s or client-side peer’s) intention and access; (6) the time delay
between the occurrence of the event and the notification (or recognition) of the event to the client (or
subscriber or client-side peer); (7) the hit ratio of the available data; (8) the availability of the server (or
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server-side peer); and (9) the transfer delay when considering server (or server-side peer) error.
Table 1. Definition of parameters
Parameter

Definition

α

The event generation rate of the provider (or publisher or server-side peer).

β

The client’s (or subscriber’s or client-side peer’s) event access rate of uploaded (or published) events.

CP2P

The P2P communication cost per generated event.

n

The average number of clients (or subscribers or client-side peers) per generated event.

nreplica

The average number of replicas (server-side peers).

Cpub

The publish cost per event (publishers publish events to server).

Csub

The subscribe cost per event (subscribers subscribe events from the server).

s(n)

The sharing effect among n nodes (between 1/n and 1).

Crr

The request and reply communication cost per generated event.

λ

The failure event rate of the communication link (governed by a Poisson process with the average
inter-arrival time of 1⁄λ).

μ

The recovery (reconnection) event rate of the communication link (governed by a Poisson process
with the average inter-arrival time of 1⁄μ).

tP2P

The time delay for P2P communication per generated event.

tpub

The time delay for publishing events to the server.

tsub

The time delay for relaying events to the subscriber from the server.

trr

The time delay for request and reply communication per generated event.

Table 2. Cost of selected models
Models

Peer-to-Peer (P2P)

Publish/Subscribe

Request/Reply

(1) Conceptual total cost per unit time

βnCP2P

α(Cpub+ns(n)Csub)

βnCrr

CP2P

(α/β)(Cpub/n+Csub)

Crr

αns(n)

βn

1+(α/(2(1−α)))

1+(β/(2(1−β)))

0

trr

(tpub+tsub)/2

((1/β)+trr)/2

1

β

μ/(λ+μ)

μ/(λ+μ)

(μ/(λ+μ)) (tpub+tsub)

(μ/(λ+μ))trr+(λ/(λ+μ))

(2) Cost of each access by client (or
subscriber or client-side peer)
(3) Average server’s service
(processing) time per unit time interval
considering the number of replicas
(server-side peers)

βn
βn/nreplica

(4) Waiting time in the server (based

1+(β/(2(1−β)))

on the queueing theory, M/D/1, and

≅ 1+((P(L(∞) ≥

M/D/c)
(5) Time delay between the client’s (or

nreplica)/(nreplica−β))
tP2P

subscriber’s or client-side peer’s)
intention and access
(6) Time delay between event
occurrence and notification (or
recognition) of the event to the client
(or subscriber or client-side peer)
(7) Hit ratio of available data

tP2P/nreplica
((1/β)+3tP2P)/2
((1/β)+((3tP2P)/nreplica))/2
β
β

(8) Availability of server (or serverside peer)
(9) Transfer delay as server (or serverside peer) error occurs

μ/(λ+μ)
1−(λ/(λ+μ))nreplica
(μ/(λ+μ))tP2P+(λ/(λ+μ))
((1/μ)+tP2P))

{1−(λ/(λ+μ))nreplica}tP2P+(λ/(λ +(λ/(λ+μ))((1/μ)+tpub+tsub)
+μ))nreplica)(1/nreplicaμ)+tP2P)

((1/μ)+trr)
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First, the conceptual total cost per unit time for each protocol was analyzed, as shown in (1) of Table
2. The conceptual total cost per unit time was formulated after receiving the client-side peer’s request. In
P2P networks, this study assumes that CP2P is the P2P communication cost, and n is the average number
of peers per data. When the request rate is β, the conceptual total cost per unit time in P2P networks is
βnCP2P. A publish/subscribe system consists of publishers, a server (or broker), and subscribers. Cpub is
the cost when events are published to a server by publishers, and Csub is the cost when subscribers
subscribe events from a server. Moreover, n is the average number of subscribers and s(n) is the sharing
effect among n nodes. Because a server disseminates events to subscribers, the sharing effect can be
calculated ((1⁄n)≤s(n)≤1). When the publish rate is α, the cost of the publish/subscribe protocol is
α(Cpub+ns(n)Csub). The process of the request/reply protocol is similar to the cost analysis method in the
P2P protocol, as shown in the protocol diagram of Fig. 2. The cost for request/reply networks is assumed
to be Crr. Thus, when the request rate is β and n is the number of clients, the total cost is βnCrr.

Fig. 2. Diagrams of the three protocols: P2P, publish/subscribe, and request/reply.

In addition, (2) is the cost of each access by a client (or subscriber or client-side peer). CP2P is the
average cost to access the data of a server-side peer in P2P communication. In a publish/subscribe
protocol, α/β is the average number of events that occur before each access. To calculate the
subscriber’s access cost, the average cost to publish events to a server is divided among n subscribers
and Csub is added for each subscriber. Then, the average cost for each access is (α/β)((Cpub/n)+Csub).
Similar to P2P networking, the cost of request/reply networking to download the data is Crr.
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The average server’s service (processing) time per unit time interval, considering the number of
replicas (server-side peers), is formulated in (3). It is assumed that βn is the average processing time
by applying the client’s request rate and the number of client-side peers. Moreover, the case of
server redundancy was added in P2P networking. For example, BitTorrent is a common P2P
protocol that is used to transfer large amounts of data from redundant server-side peers to a massive
number of client-side peers over the Internet [44]. The number of redundant servers will reduce the
average processing time, such that βn/nreplica. The network performance tends to improve as the
number of server-side peers who have the same data in networks increases. In the publish/subscribe
protocol, every generated event is transferred to the subscribers. Thus, the average processing time
is calculated as αns(n) by applying the event generation rate and sharing the effects of the number
of subscribers. The average processing time of the request/reply mechanism is equal to βn.
(4) is the waiting time in the server. Here, it is assumed that the calculation of the waiting time in
a server redundancy case is based on the queueing theory, M/D/1, and M/D/c with the Poisson
arrival process.
In (5), the time delay between a client’s (or subscriber’s or client-side peer’s) intention and access
will be generated while a client recognizes the generated event and then accesses the data. In the
P2P protocol, the time delay between intention and access is tP2P. In the case of server redundancy,
the time delay between intention and access from multiple providers to a client is divided by nreplica.
Therefore, increasing the number of redundant servers can reduce the time delay. However,
publish/subscribe networking has no time delay for access after the subscriber’s intention, because
the events have already been delivered to a server. Moreover, the time delay of request/reply
networking for access after a client’s intention is trr.
In (6), the time delay between event occurrence and notification to a client (or subscriber or clientside peer) is formulated. The overall time delay of the P2P protocol between the client-side peer’s
intention and access is tP2P, and the longest time delay is supposed as 3tP2P. The time delay is
determined depending on the distance between a client-side peer’s request and the generated data.
Moreover, it is assumed that 1/β is an additional time delay for accessing data by any digital device.
These time delays will be generated on the client-side. The time delay between event occurrence
and notification in a peer is ((1/β)+3tP2P)/2. A case of server redundancy is ((1/β)+(3tP2P/nreplica))/2.
Moreover, the time delay of the publish/subscribe protocol between event occurrence and
recognition is (tpub+tsub)/2. Similarly, ((1/β)+trr)/2 is supposed in the case of the request/reply
protocol.
(7) is the hit ratio of available data. This means that the cost is basically required to use the
generated data depending on the client’s request. It can be used, unless there are no generated data.
The hit ratio of available data for the P2P and request/reply protocols is β. Because all of the data
are published to a server in publish/subscribe networking, the generated data are available at any
time. Therefore, the hit ratio of available data is 1.
Moreover, the availability of a server (or server-side peer) will be calculated for downloading data
from a server (or server-side peer) in (8). Unless there are no generated data or there are no available
data in any available server (or peers), the three networks can be available. Availability supposed
by the rate of failure (λ) and the rate of recovery (μ) is μ/(λ+μ). In the server redundancy of P2P, the
number of servers is added as 1−(λ/(λ+μ))nreplica.
The transfer delay caused by a server (or server-side peer) error is formulated in (9). If there is a server
error, then the delay time for recovery is calculated. Moreover, the failure probability can be calculated
with the recovery rate and delay time. In P2P networking, (μ/(λ+μ))tP2P is calculated as the delay time for
downloading. In addition, the failure probability from the separated server is supposed by the average
number of servers with the same uploaded event as (λ/(λ+μ))((1/μ)+tP2P)). Similarly, the transfer delay
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of the publish/subscribe protocol caused by a server error is calculated as (μ/(λ+μ))(tpub+tsub)+
(λ/(λ+μ))((1/μ)+tpub+tsub). Furthermore, the transfer delay caused by a server error in request/reply
networking is (μ/(λ+μ))trr+(λ/(λ+μ))((1/μ)+trr). In the server redundancy of P2P, the number of servers
are added as {1−(λ/(λ+μ))nreplica}tP2P+(λ/(λ+μ))nreplica)(1/nreplicaμ)+tP2P).

4. Performance Comparison by the Parameter Analysis
This section describes the comparative analysis of cost modeling for IoT protocols. This paper focused
on IoT data push-and-pull transmission approaches with the IoT messaging protocols for IoT
collaboration. During collaboration among users, the data generated from the IoT can be disseminated to
users according to the three types of data transmission approaches, i.e., the P2P, push-based
(publish/subscribe) and pull-based (request/reply) approaches. The communication channel (event
message broker or messaging middleware based on publish/subscribe) enables one type of collaborative
application to exchange events with other types of collaborative applications.
The shared event collaboration model for IoT collaboration with various IoT resources is shown in Fig.
3, where the mashup framework integrates the data that can be accessed by users and facilitates seamless
communication between smart things and collaborative applications. The integration architecture of the
IoT collaboration has already been described in previous works [45, 46]. The IoT mashup framework in
Fig. 3 shows that the clients share the states that are maintained between the clients by transmitting
changes through the event messaging middleware. In IoT-integrated collaboration, collaborators can
monitor or detect the location and status of others in real time using various sensors. IoT-integrated
collaboration services can then be improved through seamless communication among collaborators and
prevent the state of inconsistency caused by the disconnected situations of roaming users. For the
decentralized IoT, devices and applications, as IoT data providers, may need to directly communicate
with one another. After transferring data or information into the blockchain-based distributed cloud,
disseminating data from the cloud to applications may be wasteful and slower. Therefore, the P2P
approach may allow better interaction among IoT applications.

Fig. 3. Shared event collaboration model in push, pull and peer-to-peer based
data dissemination approaches.
Table 3. Values of parameters for analysis
Parameter

Value
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α

0.5

β

0.5

CP2P

0.5

n

1–1000

nreplica

1–1000

Cpub

1

Csub

1

s(n)

1

Crr

2

λ

0.1

μ

0.5

tP2P

0.75

tpub

1

tsub

1

trr

1

Fig. 4. Conceptual total cost per unit time.

Fig. 5. Cost of each access by client (or subscriber or client-side peer).

Table 3 shows the values of the system parameters by referencing our previous cost analysis [39–43].
The capability of data processing is shown in Figs. 4 and 5, which show the graphs generated by our
analysis of the IoT protocols. The decentralized P2P-based approach has a key advantage in that it can
immediately and directly be communicated to all shared peer objects. Moreover, Fig. 6 shows that the
average server’s service (processing) time per unit time interval, depending on the number of replicas
(server-side peers), can cost relatively less than other approaches according to the increase of redundant
servers in P2P networking. The reason for this is that the duration time for transferring can be reduced
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by increasing the number of server-side peers. In P2P networking, the waiting time can also be reduced
as the number of servers increases, as shown in Fig. 7. However, it has one obvious disadvantage in that
it may be rather difficult to customize data transmission among all peer collaborators.

Fig. 6. Average server’s service (processing) time per unit time interval depending on
the number of replicas (server-side peers).

Fig. 7. Waiting time in the server (based on the queueing theory, M/D/1, and M/D/c).

In a request/response paradigm (pull-based approach), data can be disseminated depending on the
requests of users. It is cost-effective to use the request/reply message protocol in the IoT with constrained
resources. However, as shown in the first graph of Fig. 8, recognizing and accessing the desired data
cause more time delays in the pull-based data dissemination approach. Accessing data in the
publish/subscribe paradigm (push-based approach) causes no time delay because a broker may already
have the data to publish. Moreover, if each request is associated with the deadline in time, and of the
collaborative application needs multiple requests as well, then the pull-based approach has a disadvantage
when compared with the push-based approach because the application has to retrieve the data before the
deadline of the respective request. The pull-based approach may result in a state of inconsistency. Thus,
the processing time for critical data in multiple pull request cases necessitates a mechanism to ensure
consistency among collaborators. In the push-based data dissemination approach, data collected from
various sensors are disseminated to collaborators through the mashup framework and the communication
channel (a broker for publish/subscribe). The latest version of the data is periodically updated in the
database in the push-based data dissemination approach. In the second graph, the publish/subscribe
protocol has a shorter communication delay between event occurrence and notification due to the
concurrent dissemination of all the data to the users or devices being subscribed from a broker, when
compared with other protocols. Moreover, as shown in the third graph of Fig. 8, the hit ratio of available
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data for the publish/subscribe protocol is higher than that of the other protocols due to the increase in data
availability according to connection-oriented things. The fourth graph shows that the cost of availability
is similar in those approaches when only the failure and recovery rate are considered. The cost of
availability in the P2P approach involving redundant servers can rise according to the number of serverside peers with the same data. The fifth graph shows that the P2P protocol is more tolerable than other
approaches in a transfer delay caused by a server error. Moreover, the P2P approach with redundant
servers requires a shorter time delay when transferring data to a client-side peer because the probability
of delay is considered by increasing the number of server-side peers. The publish/subscribe approach has
a much longer transfer delay because it takes time to connect to a broker after the recovery of a server, as
shown in the last graph of Fig. 8. Several tradeoffs exist among these approaches in the process of
disseminating IoT data to collaborators in synchronous or asynchronous situations for IoT integrated
collaboration. Clearly, the proposed comparative analysis has limitations in estimating network
performance in blockchain-based IoT environments because it relies on simulations through our cost
analysis modeling. However, this analysis can be used to formulate the impact of network performance
when building an IoT blockchain platform.

Fig. 8. Comparative analysis of the models.

5. Conclusion
The IoT enables wireless and mobile technologies, data processing, and analytics to physical
objects. IoT collaboration systems can monitor, share, and adjust the interactions between connected
things over the Internet. With the ever growing number of devices deployed in the IoT, applying
blockchain technologies to IoT devices makes it possible to solve the problems associated with
scalability and reliability. The P2P features of blockchain technologies allow scalable and secure
communications. This paper presents cost analysis modeling for IoT protocols and comparisons of
network performance through an analysis of the parameters of the IoT-integrated collaboration and
access system built on a blockchain-based distributed cloud. The comparison of the IoT networks
aims to determine the key factors that influence network performance under various conditions.
Moreover, a comparative analysis of cost modeling is introduced based on push, pull, and P2P
mechanisms. The results show that the decentralized P2P-based approach outperforms centralized
networking in a variety of performance metrics including latency and availability.
To build an IoT blockchain platform, the cost modeling proposed in this study could be used to
formulate the impact of network performance. Future works will need to extend the research with
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specific IoT service environments in order to reflect the network performance characteristics
through system implementation. For example, an efficient monitoring method based on the
proposed cost analysis will be required to track and analyze networks. Moreover, it will be necessary
to examine the current research with network applications and devices in real time so as to tolerate
any failures, such as disconnected communication and inconsistency. In addition, it will be
necessary to consider such issues as data security and personal privacy preservation with the
proposed IoT collaboration system built on a blockchain-based distributed cloud.
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